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Abstr act

The Extensible Authentication Protocol (EAP), defined in RFC 2284,
provi des for support of nultiple authentication nethods. \Wile EAP was
originally created for use with PPP, it has since been adopted for use
with | EEE 802. 1X "Network Port Authentication".

Since its deployment, a nunber of weaknesses in EAP have becone
apparent. These include |ack of protection of the user identity or the
EAP negotiation; no standardi zed nmechani smfor key exchange; no built-in
support for fragmentation and reassenbly; and | ack of support for fast
reconnect.
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By wrapping the EAP protocol within TLS, Protected EAP (PEAP) addresses
these deficiencies. Any EAP nethod running within PEAP is provided with
built-in support for key exchange, session resunption and fragnentation
and reassenbly.
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1. Introduction

The Extensible Authentication Protocol (EAP), described in [RFC2284],
provi des a standard nechani smfor support of nultiple authentication

met hods. Through the use of EAP, support for a nunmber of authentication
schenes may be added, including smart cards, Kerberos, Public Key, One
Ti me Passwords, and ot hers.

One of the goals of EAP is to enabl e devel opment of new authentication
met hods wi t hout requiring depl oynent of new code on the Network Access
Server (NAS). As a result, the NAS acts as a "passthrough", and need not
under st and specific EAP net hods.

Figure 1 describes the relationship between the EAP peer, NAS and
backend aut hentication server. As described in the figure, the EAP
conversation "passes through" the NAS on its way between the client and
t he backend aut hentication server. While the authentication
conversation is between the EAP peer and backend aut hentication server
the NAS and backend aut hentication server need to have established trust
for the conversation to proceed.

In PEAP, the conversation between the EAP peer and the backend server is
encrypted and integrity protected within a TLS channel, and rutual
aut hentication is required between the EAP peer and the backend server.

As a result, the NAS does not have know edge of the TLS mmster secret
derived between the EAP Peer and the backend authentication server, and
cannot decrypt the PEAP conversation. In order to providing keying
material for |ink-layer ciphersuites however, the NAS does obtain the
mast er session keys, which are derived fromthe TLS master secret via a
one-way function.

1.1. EAP | ssues

Wth the increasing adopti on of EAP, a nunber of deficiencies have
becone apparent. Since the EAP nethod negotiation is unprotected, where
an attacker can easily access the medium (such as on a wireless network
or where EAP is run over IP), it is possible for an attacker to inject
packets in order to cause the negotiation of a nmethod with | esser
security. Denial of service attacks are al so possible. By protecting the
EAP negotiation within a TLS channel, PEAP addresses this issue.

Since the initial EAP lIdentity Request/Response exchange is sent in the
clear, an attacker snooping on the conversation can collect user
identities for use in subsequent attacks. By initially negotiating a TLS
channel , PEAP provies support for identity protection
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Figure 1 - Relationship between EAP client, backend authentication
server and NAS.
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Si nce EAP does not include support for fragnentation and reassenbly,

i ndi vi dual met hods need to include this capability. By including support
for fragnentation and reassenbly w thin PEAP, mnethods |everagi ng PEAP do
not need to support this on their own.

Where EAP is used for authentication in wireless networks, the
authentication latency is a concern. As a result, it is valuable to be
able to do a quick re-authentication on roam ng between access points.
PEAP supports this capability by |everaging the TLS session resunption
facility, and any EAP net hod runni ng under PEAP can take advantage of
it.

In order to provide keying material for a wide range of link |ayer

ci phersuites, EAP nmethods need to provide a key hierarchy generating
aut henti cation and encryption keys, as well as initialization vectors.
Devel opment of a secure key hierarchy is conplex, and not easy to
generalize for all EAP methods. By relying on the well-reviewed TLS
[ RFC2246] key derivation nethod, PEAP provides the required keying
material for any EAP nethod running within it. This frees EAP net hod
devel opers fromtaking on the difficult (and error prone) task of
designing a key hierarchy for each nethod.

1.2. Requirenents | anguage

In this docurment, the key words "NMAY", "MJST, "MJST NOTI", "OPTIONAL",
"RECOMVENDED', "SHOULD', and "SHOULD NOI", are to be interpreted as
described in [ RFC2119].

1.3. Termnol ogy

Thi s docunment frequently uses the follow ng terns:

Access Poi nt
A Network Access Server inplenenting 802.11.

Aut hent i cat or
The end of the link requiring the authentication

Aut hentication Server
An Aut hentication Server is an entity that provides an
Aut hentication Service to an NAS. This service verifies from
the credentials provided by the peer, the claimof identity
made by the peer.

Li nk | ayer ciphersuite
The ci phersuite negotiated for use at the |link |ayer
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Mast er key
The key derived between the EAP client and EAP server during
the EAP aut hentication process.

Mast er sessi on key
The keys derived fromthe master key that are subsequently
used in generation of the transient session keys for
aut henti cation, encryption, and |IV-generation. So that the
mast er session keys are usable with any link |ayer
ci phersuite, they are longer than is necessary, and are
truncated to fit.

NAS Short for "Network Access Server".

Peer The other end of the point-to-point link (PPP), point-to-point
LAN segnment (I EEE 802.1X) or 802.11 wireless link, which is
bei ng authenticated by the NAS. In | EEE 802.1X, this end is
known as the Supplicant.

TLS Ci phersuite
The ci phersuite negotiated for protection of the PEAP Part 2
conversati on.

Transi ent session keys
The transient session keys are derived fromthe master session
keys, and are of the appropriate size and type for use with
the chosen |ink | ayer ciphersuite.

2. Protocol overview

Protected EAP (PEAP) is conprised of a two-part conversation:

[1] In Part 1, a TLS session is negotiated, with server authenticating
to the client and optionally the client to the server. The
negoti ated key is then used to encrypt the rest of the

conver sati on.

[2] In Part 2, within the TLS session, a conplete EAP conversation is
carried out, unless part 1 provided client authentication

In the next two sections, we provide an overview of each of the parts of
t he PEAP conversation

2.1. PEAP Part 1
The PEAP conversation typically begins with the authenticator and the

peer negotiating EAP. The authenticator will typically send an EAP-
Request /Il dentity packet to the peer, and the peer will respond with an
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EAP- Response/ |l dentity packet to the authenticator, containing the peer’s
user | d.

Once the optional initial ldentity Request/Response exchange is

compl eted, while nomnally the EAP conversati on occurs between the

aut henti cator and the peer, the authenticator MAY act as a passthrough
device, with the EAP packets received fromthe peer being encapsul at ed
for transmi ssion to a backend authentication server. In the discussion
that follows, we will use the term"EAP server” to denote the ultimate
endpoi nt conversing with the peer

Once having received the peer’s Identity, and determ ned that PEAP
aut hentication is to occur, the EAP server MJST respond with a
PEAP/ St art packet, which is an EAP- Request packet with EAP- Type=PEAP
the Start (S) bit set, and no data. Assuming that the peer supports
PEAP, the PEAP conversation will then begin, with the peer sending an
EAP- Response packet with EAP- Type=PEAP

The data field of the EAP-Response packet will encapsul ate one or nore
TLS records in TLS record layer format, containing a TLS client_hello
handshake nessage. The current cipher spec for the TLS records will be
TLS NULL W TH NULL_NULL and null conpression. This current cipher spec
remai ns the same until the change_ci pher_spec nessage signals that
subsequent records will have the negotiated attributes for the renai nder
of the handshake.

The client_hell o message contains the client’s TLS version nunber, a
sessionld, a random nunber, and a set of TLS ci phersuites supported by
the client. The version offered by the client MJST correspond to TLS
v1.0 or later.

The EAP server will then respond with an EAP- Request packet with EAP-
Type=PEAP. The data field of this packet will encapsul ate one or nore
TLS records. These will contain a TLS server_hell o handshake nessage,
possi bly followed by TLS certificate, server_key exchange,

certificate request, server_hell o _done and/or finished handshake
messages, and/or a TLS change_ci pher _spec nessage.

Since after the TLS session is established, another conplete EAP
negotiation will occur and the peer will authenticate using a secondary
mechani sm with PEAP the client need not authenticate as part of TLS
session establishment. As a result, although the EAP-Request packet sent
by the EAP Server MAY contain a certificate_request nmessage, this is not
required.

The certificate request nessage indicates that the server desires the

client to authenticate itself via public key. Typically when the EAP
server sends a certificate request nessage, the intent is to conplete
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the PEAP authentication without requiring negotiation of an additiona
EAP net hod, so that only an EAP-Success or EAP-Failure nessage is sent
i nside the TLS channel. However, it is valid for the server to request
a certificate in the server_hello and for the client refuse to provide
one. In this case, the EAP server MJST require that PEAP Part 2 be
conpl et ed.

Note that since TLS client certificates are sent in the clear, if
identity protection is required, then it is possible for the TLS
authentication to be re-negotiated after the first server

aut hentication. To acconplish this, after the server_finished nessage
is sent, and before PEAP part 2, the server sends a TLS hello_request.
This allows the client to performclient authentication by sending a
client_hello if it wants to, or, send a no_renegotiation alert to the
server indicating that it wants to continue with PEAP part 2 instead.
Since this re-negotiation occurs within the encrypted TLS channel, it
does not reveal client certificate details.

The server_hell o handshake nmessage contains a TLS version nunber,

anot her random nunber, a sessionld, and a TLS ciphersuite. The version
of fered by the server MJST correspond to TLS v1.0 or later. |In order to
provide confidentiality, integrity and replay protection, and

aut hentication, the negotiated TLS ci phersuite MJST provide all of these
security services

If the client’s sessionld is null or unrecogni zed by the server, the
server MJST choose the sessionld to establish a new session; otherw se,
the sessionld wll match that offered by the client, indicating a
resunption of the previously established session with that sessionl D
The server will also choose a TLS ciphersuite fromthose offered by the
client; if the session matches the client’s, then the TLS ci phersuite
MUST match the one negoti ated during the handshake protocol execution
that established the session

PEAP i npl enent ati ons need not necessarily support all TLS ciphersuites
listed in [ RFC2246]. Not all TLS ciphersuites are supported by avail abl e
TLS tool kits and licenses nay be required to support sone TLS

ci phersuites (e.g. TLS ciphersuites utilizing the | DEA encryption
algorithm . To ensure interoperability, PEAP peers and Authenticators
MUST be able to negotiate the follow ng TLS ci phersuites:

TLS_RSA W TH RC4_128 MD5
TLS_RSA_ W TH_RC4_128_SHA

TLS as described in [ RFC2246] supports conpression as well as

ci phersuite negotiation. Therefore during the PEAP Part 1 conversation
the EAP endpoi nts MAY request or negotiate TLS conpression
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If the EAP server is not resuning a previously established session, then
it MJUST include a TLS server_certificate handshake nessage, and a
server _hel |l o_done handshake message MJST be the | ast handshake nessage
encapsul ated in this EAP-Request packet.

The certificate nessage contains a public key certificate chain for
either a key exchange public key (such as an RSA or Diffie-Hell man key
exchange public key) or a signature public key (such as an RSA or DSS
signature public key). 1In the latter case, a TLS server_key_exchange
handshake nessage MJST al so be included to allow the key exchange to
take pl ace.

The peer MJST respond to the EAP-Request with an EAP- Response packet of
EAP- Type=PEAP. The data field of this packet will encapsul ate one or
nmore TLS records containing a TLS change_ci pher _spec nessage and

fini shed handshake nessage, and possibly certificate, certificate verify
and/ or client_key exchange handshake nessages. |f the preceding

server _hell o nessage sent by the EAP server in the precedi ng EAP- Request
packet indicated the resunption of a previous session, then the peer
MUST send only the change_ci pher _spec and fi ni shed handshake nessages.
The finished nessage contains the peer’s authentication response to the
EAP server.

If the preceding server_hell o nessage sent by the EAP server in the

pr eceedi ng EAP- Request packet did not indicate the resunption of a

previ ous session, then the peer MJST send, in addition to the
change_ci pher _spec and fini shed nessages, a client_key_exchange nessage,
whi ch conpl etes the exchange of a shared nmaster secret between the peer
and the EAP server.

The EAP server MJST then respond with an EAP- Request packet with EAP-
Type=PEAP, which includes, in the case of a new TLS sessi on, one or nore
TLS records contai ning TLS change_ci pher_spec and fi ni shed handshake
messages. The latter contains the EAP server’s authentication response
to the peer. The peer will then verify the hash in order to

aut henti cate the EAP server.

If the EAP server authenticates unsuccessfully, the peer MAY send an
EAP- Response packet of EAP-Type=PEAP containing a TLS Alert nessage
identifying the reason for the failed authentication. The peer MAY send
a TLS alert nessage rather than imediately terninating the conversation
so as to allow the EAP server to |l og the cause of the error for

exani nation by the system adnini strator.

To ensure that the EAP Server receives the TLS alert nessage, the peer
MUST wait for the EAP-Server to reply before terninating the
conversation. The EAP Server MJST reply with an EAP-Fail ure packet
since server authentication failure is a termnal condition
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If the EAP server authenticates successfully, the peer MIUST send an EAP-
Response packet of EAP-Type=PEAP, and no data. The EAP-Server then
continues with Part 2 of the PEAP conversation

2.1.1. Forging of Success and Fail ure packets

Wthin EAP, Success and Failure packets are not authenticated, so that
they may be forged by an attacker without fear of detection. Forged EAP
Fai | ure packets can be used to convince an EAP peer to di sconnect.
Forged EAP Success packets may be used by a rogue NAS to convince a peer
to let itself access the network, even though the NAS has not

aut henticated itself.

By requiring nutual authentication and by encrypting and integrity
protecting the EAP conversation within a TLS channel, PEAP provi des
protection against these attacks. Since the EAP Server MJST authenticate
itself to the EAP Peer in PEAP Part 1, once the TLS channel has been
brought up, EAP Success or Failure packets should be sent down the
encrypted channel, rather than being sent in cleartext. As a result,
once PEAP has been selected as the authentication nmethod, and the PEAP
conversation has begun, a peer receiving cleartext Success or Failure
packets MJST silently discard them

2. 2. PEAP Part 2

The second portion of the PEAP conversation consists of another conplete
EAP conversation occurring within the TLS session negotiated in PEAP
Part 1. It will therefore occur only if establishnent of the TLS session
in Part 1 is successful. It MJST NOT occur if the EAP Server

aut henti cates unsuccessfully or if an EAP-Failure has been sent by the
EAP Server to the peer, terminating the conversation. Since all packets
sent within the PEAP Part 2 conversation occur after TLS session

establi shnent, they are protected using the negotiated TLS ci phersuite.

Part 2 of the PEAP conversation typically begins with the Authenticator
sendi ng an EAP- Request/ldentity packet to the peer, protected by the TLS
ci phersuite negotiated in PEAP Part 1. The peer responds with an EAP-
Response/ldentity packet to the authenticator, containing the peer’s
userld. Since this lIdentity Request/Response exchange is protected by
the ciphersuite negotiated in TLS, it is protected agai nst snoopi ng or
packet nodification attacks.

After the TLS session-protected Identity exchange, the EAP server will
then sel ect authentication nethod(s) for the peer, and will send an EAP-
Request with the EAP-Type set to the initial method. As described in

[ RFC2284], the peer can NAK t he suggested EAP nethod, suggesting an
alternative. Since the NAK will be sent within the TLS channel, it is
protected from snoopi ng or packet nodification. As a result, an attacker
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snoopi ng on the exchange will be unable to inject NAKs in order to
"negoti ate down" the authentication method. An attacker will also not
be able to determ ne which EAP nmet hod was negoti at ed.

As with a normal EAP conversation described in [ RFC2284], an EAP
conversation encapsul ated within the TLS channel as within PEAP Part 2
continues until the EAP server sends an EAP-Failure or EAP-Success. The
recei pt of an EAP-Failure or EAP-Success within the TLS protected
channel results in a shutdown of the TLS channel by the peer and EAP
server. The EAP-Failure or EAP-Success packet sent within the TLS
channel is protected from snooping or packet nodification, and as a
result, while an EAP server MAY send an additional EAP-Failure or EAP-
Success message in cleartext, this is not required, since it adds

anot her round-trip. As described in [RFC2869], a RADI US Access- Accept or
Access- Rej ect packet need not contain an EAP-Message attribute, since
the NAS determ nes the success of the conversation fromthe RAD US
message (Accept/Reject), not the encapsul ated EAP-Message attri bute.

2.3. Version negotiation

PEAP packets contain a two bit version field, which enabl es PEAP

i npl ementations to be backward conpatible with previous versions of the
protocol. Inplenentations of this specification MJST use a version field
set to 1. Version negotiation proceeds as foll ows:

[1] In the first EAP-Request sent with EAP type=PEAP, the EAP server
MUST set the version field to the highest supported version nunber.

[2] If the EAP client supports this version of the protocol, it MJST
respond with an EAP- Response of EAP type=PEAP, and the version
nunber proposed by the EAP server

[3] If the EAP client does not support this version, it responds wth
an EAP- Response of EAP type=PEAP and a | ower version nunber,
i ndi cating the hi ghest supported version nunber.

[4] If the EAP server supports the version proposed by the client, then
all future EAP-Request and EAP- Response packets of EAP type=PEAP
MUST include the version field set to the agreed upon version
numnber .

[5] |If the EAP server does not support the version nunber proposed by
the EAP client, it responds with an EAP-Failure sent in the clear.

Thi s version negotiation procedure guarantees that the EAP client and
server will agree to the latest version supported by both parties. If
versi on negotiation fails, then use of PEAP will not be possible, and
anot her nmutual |y acceptable EAP nethod will need to be negotiated if
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aut hentication is to proceed.
2.4. FError handling

O her than supporting TLS al ert nessages, PEAP does not have its own
error nessage capabilities. This is unnecessary since errors in the PEAP
Part 1 conversation are conmunicated via TLS al ert nessages, and errors
in the PEAP Part 2 conversation are expected to be handl ed by individua
EAP net hods.

If an error occurs at any point in the PEAP conversation, the EAP server
SHOULD send an EAP- Request packet with EAP- Type=PEAP, encapsulating a
TLS record containing the appropriate TLS alert nmessage. The EAP server
SHOULD send a TLS al ert nmessage rather than i mediately terninating the
conversation so as to allow the peer to informthe user of the cause of
the failure and possibly allow for a restart of the conversation. To
ensure that the peer receives the TLS alert nmessage, the EAP server MJST
wait for the peer to reply with an EAP- Response packet.

2.5. Retry behavior

As with other EAP protocols, the EAP server is responsible for retry
behavior. This neans that if the EAP server does not receive a reply
fromthe peer, it MJIST resend the EAP-Request for which it has not yet
recei ved an EAP- Response. However, the peer MJST NOT resend EAP-Response
packets w thout first being pronpted by the EAP server.

For exanple, if the initial PEAP start packet sent by the EAP server
were to be lost, then the peer would not receive this packet, and woul d
not respond to it. As a result, the PEAP start packet would be resent by
the EAP server. Once the peer received the PEAP start packet, it would
send an EAP- Response encapsul ating the client_hello nmessage. If the
EAP- Response were to be lost, then the EAP server would resend the
initial PEAP start, and the peer woul d resend the EAP-Response.

As aresult, it is possible that a peer will receive duplicate EAP-
Request nessages, and may send duplicate EAP-Responses. Both the peer
and the EAP Server should be engineered to handle this possibility.

2.6. Session resunption

The purpose of the sessionld within the TLS protocol is to allow for

i mproved efficiency in the case where a client repeatedly attenpts to
authenticate to an EAP server within a short period of time. This
capability is particularly useful for support of wreless roam ng.

It is left up to the peer whether to attenpt to continue a previous
session, thus shortening the PEAP Part 1 conversation. Typically the
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peer’s decision will be nmade based on the tine el apsed since the
previ ous authentication attenpt to that EAP server. Based on the
sessionld chosen by the peer, and the tine el apsed since the previous
aut hentication, the EAP server will decide whether to allow the
continuation, or whether to choose a new session

In the case where the EAP server and the authenticator reside on the
same device, then the client will only be able to continue sessions when
connecting to the same NAS or tunnel server. Should these devices be set
up in arotary or round-robin then it may not be possible for the peer
to know i n advance the authenticator it will be connecting to, and
therefore which sessionld to attenpt to reuse. As a result, it is likely
that the continuation attempt will fail.

In the case where the EAP authentication is renpted then continuation is
much nore likely to be successful, since nmultiple NAS devices and tunne
servers will renote their EAP authentications to the sanme backend

aut henti cati on server.

If the EAP server is resuming a previously established session, then it
MUST include only a TLS change_ci pher _spec nmessage and a TLS fi ni shed
handshake nessage after the server_hello nessage. The finished nessage
contains the EAP server’s authentication response to the peer

2.7. Fragnentation

A single TLS record nmay be up to 16384 octets in length, but a TLS
message may span nultiple TLS records, and a TLS certificate nessage nay
in principle be as long as 16MB. The group of PEAP nessages sent in a
single round may thus be |arger than the PPP MIU size, the maxinmm

RADI US packet size of 4096 octets, or even the Miltilink Maxi nmum

Recei ved Reconstructed Unit (MRRU). As described in [2], the nultilink
MRRU i s negotiated via the Multilink MRRU LCP option, which includes an
MRRU | ength field of two octets, and thus can support MRRUs as |arge as
64 KB.

However, note that in order to protect against reassenbly |ockup and
deni al of service attacks, it nay be desirable for an inplenentation to
set a maxi mum si ze for one such group of TLS nessages. Since a typica
certificate chain is rarely longer than a few thousand octets, and no
other field is likely to be anywhere near as |ong, a reasonable choice
of maxi mum accept abl e nessage | ength mi ght be 64 KB

If this value is chosen, then fragnentati on can be handled via the
multilink PPP fragmentation nechani sns described in [RFC1990]. Wile
this is desirable, EAP nethods are used in other applications such as
[ EEEB0211] and there may be cases in which nultilink or the MRRU LCP
option cannot be negotiated. As a result, a PEAP inplenmentati on MJST
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provide its own support for fragnmentation and reassenbly.

Since EAP is an ACK- NAK protocol, fragnentation support can be added in
a sinple manner. In EAP, fragnments that are | ost or damaged in transit
will be retransmtted, and since sequencing information is provided by
the Identifier field in EAP, there is no need for a fragnent offset
field as is provided in | Pv4.

PEAP fragnmentation support is provided through addition of flag bits

wi thin the EAP-Response and EAP- Request packets, as well as a TLS
Message Length field of four octets. Flags include the Length included
(L), More fragnments (M, and PEAP Start (S) bits. The L flag is set to
i ndi cate the presence of the four octet TLS Message Length field, and
MUST be set for the first fragnment of a fragnented TLS nessage or set of
messages. The Mflag is set on all but the last fragment. The S flag is
set only within the PEAP start nessage sent fromthe EAP server to the
peer. The TLS Message Length field is four octets, and provides the
total length of the TLS nessage or set of nessages that is being
fragmented; this sinplifies buffer allocation

When a PEAP peer receives an EAP- Request packet with the Mbit set, it
MUST respond with an EAP- Response with EAP-Type=PEAP and no data. This
serves as a fragment ACK. The EAP server MJST wait until it receives the
EAP- Response before sending another fragnment. In order to prevent errors
in processing of fragnents, the EAP server MJUST increnent the Identifier
field for each fragnent contained within an EAP-Request, and the peer
MUST include this Identifier value in the fragment ACK contained within
t he EAP- Response. Retransmitted fragnents will contain the sane

I dentifier value.

Simlarly, when the EAP server receives an EAP-Response with the Mbit
set, it MJIST respond with an EAP- Request wi th EAP- Type=PEAP and no dat a.
This serves as a fragnent ACK. The EAP peer MJST wait until it receives
t he EAP- Request before sending another fragment. In order to prevent
errors in the processing of fragnents, the EAP server MJST increnent the
Identifier value for each fragment ACK contained w thin an EAP-Request,
and the peer MJUST include this lIdentifier value in the subsequent
fragment contained within an EAP-Response.

2.8. Key derivation

Since the normal TLS keys are used in the handshake, and therefore
shoul d not be used in a different context, new keys mnust be derived from
the TLS nmaster secret for use with the selected Iink |ayer ciphersuites.
In the nost general case, keying material nust be provided for

aut hentication, encryption and initialization vectors (IVs) in each

di rection.
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Si nce EAP net hods may not know the link |layer ciphersuite that has been
negotiated, it may not be possible for themto provide link |ayer

ci phersuite-specific keys. In addition, attenpting to provide such keys
is undesirable, since it would require the EAP nethod to be revised each
time a new link |ayer ciphersuite is devel oped. As a result, PEAP
derives nmaster session keys which can subsequently be truncated for use
with a particular link layer ciphersuite. Since the truncation

al gorithnms are ciphersuite-specific, they are not discussed here;
exanpl es of such algorithns are provided in [RFC3079]. This draft al so
does not discuss the format of the attributes used to conmunicate the
mast er session keys fromthe backend authentication server to the NAS
exanpl es of such attributes are provided in [ RFC2548].

For both peer and EAP server, the derivation of master session keys
proceeds as foll ows:

[1] dGven the naster key negotiated by the TLS handshake, the
pseudor andom function (PRF) defined in the specification for the
version of TLS in use, and the value random defined as the
concat enati on of the handshake message fields client_hello.random
and server_hello.random (in that order), the value PRF(master key,
"client PEAP encryption”, random) is conputed up to 128 bytes, and
the value PRF("", "client PEAP encryption", random is conputed up
to 64 bytes (where "" is an enpty string).

[2] The peer master session encryption key (the one used for encrypting
data from peer to EAP server) is obtained by truncating to the
correct length the first 32 bytes of these two PRF output strings.

[3] The EAP server naster session encryption key (the one used to
encrypting data from EAP server to peer), if different fromthe
client master session encryption key, is obtained by truncating to
the correct length the second 32 bytes of this same PRF out put
string.

[4] The peer master session authentication key (the one used for
computing MACs for nessages from peer to EAP server), if used, is
obt ai ned by truncating to the correct length the third 32 bytes of
this same PRF output string.

[5] The EAP server nmster session authentication key (the one used for
computing MACs for nessages from EAP server to peer), if used, and
if different fromthe peer master session authentication key, is
obt ai ned by truncating to the correct length the fourth 32 bytes of
this same PRF output string.

[6] The peer master session initialization vector (1V), used for
messages from peer to EAP server, is obtained by truncating to the
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ci pher’s block size the first 32 bytes of the second PRF out put
string nmentioned above.

[7] Finally, the EAP server nmamster session initialization vector (I1V),
used for nessages from peer to EAP server, is obtained by
truncating to the cipher’s block size the second 32 bytes of this
second PRF out put.

Algorithns for the truncation of these encryption and authentication
mast er session keys are specific to each link |ayer ciphersuite. Link

| ayer ciphersuites in use with PPP include DESEbis [ RFC2419], 3DES

[ RFC2420] and MPPE [ RFC3078]. | EEE 802. 11 ciphersuites are described in
[ 1 EEE80211] . An exanpl e of how encryption keys for use with MPPE

[ RFC3078] are derived fromthe TLS master session keys is given in

[ RFC3079]. Additional keys or other non-secret values (such as 1Vs) can
be obtai ned as needed by extending the outputs of the PRF beyond 128
bytes and 64 bytes, respectively.

2.9. Ciphersuite negotiation

Since TLS supports TLS ciphersuite negotiation, peers conpleting the TLS
negotiation will also have selected a TLS ci phersuite, which includes
key strength, encryption and hashi ng net hods. However, unlike in

[ RFC2716], within PEAP, the negotiated TLS ci phersuite relates only to

t he mechani sm by which the PEAP Part 2 conversation will be protected,
and has no relationship to link layer security mechani sms negoti at ed
within the PPP Encryption Control Protocol (ECP) [RFC1968] or wthin

| EEE 802. 11 [| EEE80211].

As a result, PEAP does not support secure negotiation of link |ayer

ci phersuites. Wiile such a negotiation is preferable froma security
perspective, it is in practice difficult to integrate with existing PPP
and | EEE 802.11 link |layer security negotiation, as well as w th backend
aut henti cation servers.

Depending on the link |layer technology in use, the link layer security
negotiation will occur at different stages in the connection process. In
| EEE 802. 11, selection of the link layer security mechani smoccurs via
the associ ati on/re-associ ati on nessages, prior to authentication. In
contrast, within PPP, link |ayer security negotiation occurs in ECP

[ RFC1968], which occurs after authentication

As a result, within | EEE 802.11, by the tinme that PEAP is invoked, the
link |ayer security technol ogy has al ready been selected. Thus if PEAP
were to support a protected link |layer ciphersuite negotiation whose
concl usi on disagreed with the | EEE 802. 11 negotiation, a reassociation
(and additional authentication!) would be required to synchronize the
results of the two negotiations. Wthin PPP, it is conceivable that the
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results of a PEAP secure link |layer security negotiation could be
subsequently reflected in the ECP negotiation

There are other issues as well. Wile link layer ciphersuite

negoti ati on occurs between the peer and the NAS, the EAP conversation
occurs between the peer and the EAP server. Since the EAP server nay
not be aware of the link layer ciphersuites supported by the NAS, it is
concei vabl e that the NAS and peer can negotiate a link |layer ciphersuite
that is not supported by the NAS. To address this issue, it would be
necessary for the NAS to send the list of supported Iink |ayer

ci phersuites to the backend authentication server, and have the backend
security server respond with a |list of acceptable choices. However, when
used with technol ogi es such as | EEE 802.11 where link | ayer security
technol ogy sel ection occurs prior to authentication, nultiple

associ ation/reassoci ati on exchanges m ght be required to synchronize the
negoti ations, resulting in extended connectivity | oss.

The situation typically cannot be addressed nmerely by onitting | EEE
802.11 link layer security negotiation. Unless all users on the AP are
to be authenticated with PEAP or an alternative EAP nethod providing
secure link layer security negotiation, then omtting | EEE 802.11
security negotiation would | eave sone users without the ability to
negoti ate security nechani sns.

For these reasons, protected negotiation of link layer ciphersuites

within PEAP is considered inpractical and is onmitted fromthis
speci fication.
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3. Detailed description of the PEAP protoco
3.1. PEAP Packet For mat

A summary of the PEAP Request/ Response packet format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B S T S S e T A i i i S S

| Code | Identifier | Length |
T S T i S T i S S S o
| Type | Fl ags | Ver| Data..

B e o S o T s s s et s S S S S
Code

1 - Request
2 - Response

Identifier

The ldentifier field is one octet and aids in nmatching responses with
requests.

Length

The Length field is two octets and indicates the length of the EAP
packet including the Code, ldentifier, Length, Type, and Data fi el ds.
Cctets outside the range of the Length field should be treated as
Dat a Li nk Layer paddi ng and shoul d be ignored on reception

Type
25 - PEAP
Fl ags

012345
s o S
ILMSRRR
B S s

Length incl uded

More fragments

PEAP start

Reserved (nust be zero)

ans -
[T T
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The L bit (length included) is set to indicate the presence of the
four octet TLS Message Length field, and MJST be set for the first
fragment of a fragmented TLS nessage or set of nmessages. The Mbit
(more fragnents) is set on all but the last fragnment. The S bit (PEAP
start) is set in a PEAP Start nessage. This differentiates the PEAP
Start nessage froma fragnent acknow edgnent.

Ver si on

R = Reserved (must be zero)

Dat a

The format of the Data field is determ ned by the Code fi el d.
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3.2. PEAP Request Packet

A summary of the PEAP Request packet format is shown below. The fields
are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| Code | Identifier | Length |
B T i S S i S T h T i S S S S e
| Type | Fl ags | Ver | TLS Message Length
B E e r e s i s i o T T s S S S S 2
| TLS Message Length | TLS Dat a. .
B i s T T S T et S S T S I T s sl s ol ST S S S
Code

1
I dentifier

The ldentifier field is one octet and aids in nmatching responses with
requests. The Identifier field MJST be changed on each Request
packet .

Length

The Length field is two octets and indicates the length of the EAP
packet including the Code, ldentifier, Length, Type, and TLS Response
fields.

Type
25 - PEAP

Fl ags
012345
B S S T S

ILMSRRR
B e S

L = Length included

M = More fragnents

S = PEAP start

R = Reserved (nust be zero)

The L bit (length included) is set to indicate the presence of the
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four octet TLS Message Length field, and MJST be set for the first
fragment of a fragmented TLS nessage or set of nmessages. The Mbit
(rmore fragnents) is set on all but the last fragment. The S bit (PEAP
start) is set in a PEAP Start nessage. This differentiates the PEAP
Start nessage froma fragnent acknow edgnent.

Ver si on

R = Reserved (must be zero)

TLS Message Length
The TLS Message Length field is four octets, and is present only if
the L bit is set. This field provides the total length of the TLS
message or set of messages that is being fragmented.

TLS dat a

The TLS data consists of the encapsul ated packet in TLS record
format.
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3.3. PEAP Response Packet

A summary of the PEAP Response packet format is shown below The fields
are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| Code | Identifier | Length |
B T i S S i S T h T i S S S S e
| Type | Fl ags | Ver | TLS Message Length
B E e r e s i s i o T T s S S S S 2
| TLS Message Length | TLS Dat a. .
B i s T T S T et S S T S I T s sl s ol ST S S S
Code

2
I dentifier

The ldentifier field is one octet and MUST match the Identifier field
fromthe correspondi ng request.

Length

The Length field is two octets and indicates the length of the EAP
packet including the Code, ldentifier, Length, Type, and TLS data
fields.

Type
25 - PEAP
Fl ags

012345
B L T
ILMS RRR
B T S S

Lengt h i ncl uded

More fragments

PEAP start

Reserved (nust be zero)

angsr

The L bit (length included) is set to indicate the presence of the
four octet TLS Message Length field, and MJST be set for the first
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fragment of a fragmented TLS nessage or set of nessages. The Mbit
(rmore fragnents) is set on all but the last fragment. The S bit (PEAP
start) is set in a PEAP Start nessage. This differentiates the PEAP
Start nessage froma fragnent acknow edgnent.

Ver si on

R = Reserved (must be zero)
TLS Message Length

The TLS Message Length field is four octets, and is present only if
the L bit is set. This field provides the total length of the TLS
message or set of messages that is being fragnmented.

TLS dat a

The TLS data consists of the encapsul ated TLS packet in TLS record
format.

4. Security Considerations
4.1. Method negotiation

If the peer does not support PEAP, or does not wish to utilize PEAP

aut hentication, it MJST respond to the initial EAP-Request/PEAP-Start
with a NAK, suggesting an alternate authentication nmethod. Since the NAK
is sent in cleartext with no integrity protection or authentication, it
is subject to spoofing. Unauthentic NAK packets can be used to trick
the peer and Authenticator into "negotiating dow" to a weaker form of
aut henti cation, such as EAP-NMD5 (which only provides one way

aut henti cati on and does not derive a key).

Si nce a subsequent protected EAP conversation can take place within the
TLS session, selection of PEAP as an authentication nethod does not
limt the potential secondary authentication nethods. As a result, the
only legitimate reason for a peer to NAK PEAP as an authentication
method is that it does not support it. Were the additional security of
PEAP is required, server inplenmentations SHOULD respond to a NAK with an
EAP-Fai lure, ternminating the authentication conversation
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4.2. TLS session cache handling

In cases where a TLS session has been successfully resuned, in sone
circunstances, it is possible for the EAP server to skip the PEAP Part
2 conversation entirely, and i mmedi ately send an EAP- Success nessage
within the TLS channel established via session resunption.

PEAP "fast reconnect” is desirable in applications such as wireless
roam ng, since it mnimzes interruptions in connectivity. It is also
desirabl e when the "inner" EAP nechanismused is such that it requires
user interaction. The user should not be required to re-authenticate
hersel f, using bionmetrics, token cards or sinmilar, every tine the radio
connectivity is handed over between access points in wreless

envi ronment s.

However, there are issues that need to be understood in order to avoid
i ntroducing security vulnerabilities.

Since PEAP Part 1 may not provide client authentication, establishnent
of a TLS session (and an entry in the TLS session cache) does not by
itself provide an indication of the peer’s authenticity. The peer’s
authenticity is only proven by successful conpletion of the PEAP Part 2
aut henti cati on.

Sone PEAP i npl enentati ons may not be capabl e of renoving TLS session
cache entries established in PEAP Part 1 after an unsuccessful PEAP Part
2 authentication. In such inplenentations, the existence of a TLS
session cache entry provides no indication that the peer has previously
been authenticated. As a result, inplenentations that do not renove TLS
session cache entries after a failed PEAP Part 2 authenticati on MUST use
other neans than successful TLS resunption as the indicator of whether
the client is authenticated or not. Failing to do this would enable a
peer to gain access by conpleting PEAP Part 1, tearing down the
connection and re-connect and resune PEAP Part 1 thereby proving herself
aut henticated. Thus, TLS resunption MJST only be used as an indicator
of whether the client is authenticated or not if the inplenentation
supports TLS session cache renoval .

If an EAP server inplenenting PEAP renpoves TLS session cache entries of
peers failing PEAP Part 2 authentication, then it SHOULD skip the PEAP
Part 2 conversation entirely after a successful session resunption,

i medi at el y sendi ng an EAP- Success nessage within the TLS channel

4.3. Certificate revocation
Since the EAP server is on the Internet during the EAP conversation, the

server is capable of following a certificate chain or verifying whether
the peer’s certificate has been revoked. In contrast, the peer may or
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may not have Internet connectivity, and thus while it can validate the
EAP server’s certificate based on a pre-configured set of CAs, it may
not be able to follow a certificate chain or verify whether the EAP
server’s certificate has been revoked.

In the case where the peer is initiating a voluntary Layer 2 tunne
usi ng PPTP or L2TP, the peer will typically already have Internet
connectivity established at the time of tunnel initiation. As a result,
during the EAP conversation it is capable of checking for certificate
revocati on.

As part of the TLS negotiation, the server presents a certificate to the
peer. The peer SHOULD verify the validity of the EAP server
certificate, and SHOULD al so exam ne the EAP server name presented in
the certificate, in order to determ ne whether the EAP server can be
trusted. Please note that in the case where the EAP authentication is
renmoted, the EAP server will not reside on the same machi ne as the

aut henticator, and therefore the nane in the EAP server’s certificate
cannot be expected to match that of the intended destination. In this
case, a nore appropriate test m ght be whether the EAP server’s
certificate is signed by a CA controlling the intended destination and
whet her the EAP server exists within a target sub-donmain.

In the case where the peer is attenpting to obtain network access, it
will not have Internet connectivity. The TLS Extensions [ TLSEXT] support
pi ggybacki ng of an Online Certificate Status Protocol (OCSP) response
within TLS, therefore can be utilized by the peer in order to verify the
validity of server certificate. However, since all TLS inpl enentations
do not inplenent the TLS extensions, it may be necessary for the peer to
wait to check for certificate revocation until after Internet access has

been obtained. |In this case, the peer SHOULD conduct the certificate
status check imredi ately upon going online and SHOULD NOT send data
until it has received a positive response to the status request. |If the

server certificate is found to be invalid, then the peer SHOULD
di sconnect.

4.4. Separation of the EAP server and the authenticator

As a result of a conplete PEAP Part 1 and Part 2 conversation, the EAP
endpoints will mutually authenticate, and derive a session key for
subsequent use in link |layer security. Since the peer and EAP client
reside on the sanme nmachine, it is necessary for the EAP client nodule to
pass the session key to the link layer encryption nodul e.

The situation may be nore conplex on the Authenticator, which may or may
not reside on the sanme machine as the EAP server. In the case where the
EAP server and the Authenticator reside on different machines, there are
several inplications for security. Firstly, the nutual authentication
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defined in PEAP will occur between the peer and the EAP server, not
bet ween the peer and the authenticator. This nmeans that as a result of
the PEAP conversation, it is not possible for the peer to validate the
identity of the NAS or tunnel server that it is speaking to.

The second issue is that the session key negotiated between the peer and
EAP server will need to be transmitted to the authenticator. Therefore
a mechani sm needs to be provided to transmt the session key fromthe
EAP server to the authenticator or tunnel server that needs to use the
key. The specification of this transit mechanismis outside the scope of
t hi s docunent.

4.5. Separation of PEAP Part 1 and Part 2 Servers

The EAP server involved in PEAP Part 2 need not necessarily be the same
as the EAP server involved in PEAP Part 1. For exanple, a loca

aut hentication server or proxy might serve as the endpoint for the Part
1 conversation, establishing the TLS channel. Subsequently, once the
EAP- Response/ I dentity has been received within the TLS channel, it can
be decrypted and forwarded in cleartext to the destination real m EAP
server. The rest of the conversation will therefore occur between the
destination real m EAP server and the peer, with the | ocal authentication
server or proxy acting as an encrypting/decrypting gateway. This pernits
a non-TLS capabl e EAP server to participate in the PEAP conversation

Not e however that such an approach introduces security vulnerabilities.
Since the EAP Response/ldentity is sent in the clear between the proxy
and the EAP server, this enables an attacker to snoop the user’s
identity. It also enables a renote environnments, which may be public
hot spots or Internet coffee shops, to gain know edge of the identity of
their users. Since one of the potential benefits of PEAP is identity
protection, this is undesirable.

If the EAP net hod negotiated during PEAP Part 2 does not support nutua
aut hentication, then if the Part 2 conversation is proxied to another
destination, the PEAP peer will not have the opportunity to verify the
secondary EAP server’'s identity. Only the initial EAP server’s identity
wi Il have been verified as Part of TLS session establishnent.

Simlarly, if the EAP nethod negotiated during PEAP Part 2 is vul nerable
to dictionary attack, then an attacker capturing the cleartext exchange
will be able to nount an offline dictionary attack on the password.

Finally, when a Part 2 conversation is ternminated at a different

| ocation than the Part 1 conversation, the Part 2 destination is unaware
that the EAP client has negotiated PEAP. As a result, it is unable to
enforce policies requiring PEAP. Since sonme EAP nethods require PEAP in
order to generate keys or |essen security vulnerabilities, where such
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met hods are in use, such a configuration nay be unacceptabl e.

In summary, PEAP encrypting/decrypting gateway configurations are

vul nerable to attack and SHOULD NOT be used. Instead, the entire PEAP
connecti on SHOULD be proxied to the final destination, and the
subsequently derived nmaster session keys need to be transnitted back
This provides end to end protection of PEAP. The specification of this
transit nechanismis outside the scope of this document, but nechani sns
simlar to [ RFC2548] can be used. These steps protects the client from
revealing her identity to the renote environnent.

In order to find the proper PEAP destination, the EAP client SHOULD
pl ace a Network Access ldentifier (NAl) conforming to [ RFC2486] in the
Identity Response.

There nmay be cases where a natural trust relationship exists between the
(foreign) authentication server and final EAP server, such as on a
canpus or between two offices within the sane conpany, where there is no
danger in revealing the identity of the station to the authentication
server. In these cases, using a proxy solution without end to end
protection of PEAP MAY be used. The PEAP encrypting/ decrypting gateway
SHOULD provi de support for |Psec protection of RADIUS in order to
provide confidentiality for the portion of the conversation between the
gateway and the EAP server, as described in [ RFC3162].

4.6. ldentity verification

Since the TLS session has not yet been negotiated, the initial ldentity
request/response occurs in the clear without integrity protection or
authentication. It is therefore subject to snooping and packet
nodi fi cati on.

In configurations where all users are required to authenticate with PEAP
and the first portion of the PEAP conversation is termnated at a | oca
backend aut hentication server, without routing by proxies, the initia
cleartext ldentity Request/Response exchange is not needed in order to
determine the required authentication nethod(s) or route the

aut henti cation conversation to its destination. As a result, the initial
Identity and Request/Response exchange MAY NOT be present, and a
subsequent Identity Request/ Response exchange MAY occur after the TLS
session is established.

If the initial cleartext lIdentity Request/Response has been tanpered
with, after the TLS session is established, it is conceivable that the
EAP Server will discover that it cannot verify the peer’s claimof
identity. For exanple, the peer’'s userlD may not be valid or may not be
within a real m handl ed by the EAP server. Rather than attenpting to
proxy the authentication to the server within the correct realm the EAP
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server SHOULD term nate the conversation

The PEAP peer can present the server with nultiple identities. This
includes the claimof identity within the initial EAP-Response/ldentity
(My1 D) packet, which is typically used to route the EAP conversation to
t he appropriate home backend authentication server. There may al so be
subsequent EAP- Response/ldentity packets sent by the peer once the TLS
tunnel has been establi shed.

Not e that since the PEAP peer may not present a certificate, it is not
al ways possible to check the initial EAP-Response/ldentity against the
identity presented in the certificate, as is done in [ RFC2716].
Moreover, it cannot be assumed that the peer identities presented within
mul ti pl e EAP- Response/ldentity packets will be the same. For exanple,
the initial EAP-Response/ldentity m ght correspond to a machine
identity, while subsequent identities mght be those of the user. Thus,
PEAP i npl enent ati ons SHOULD NOT abort the authentication just because
the identities do not match. However, since the initial EAP-
Response/ldentity will determ ne the EAP server handling the
authentication, if this or any other identity is inappropriate for use
with the destination EAP server, there is no alternative but to

term nate the PEAP conversation

The protected identity or identities presented by the peer w thin PEAP
Part 2 may not be identical to the cleartext identity presented in PEAP
Part 1, for legitinmate reasons. In order to shield the userID from
snooping, the cleartext Identity may only provide enough information to
enabl e routing of the authentication request to the correct realm For
exanple, the peer may initially claimthe identity of "nouser @i gco. cont
in order to route the authentication request to the bigco.com EAP
server. Subsequently, once the TLS session has been negotiated, in PEAP
Part 2, the peer may claimthe identity of "fred@i gco.coni. Thus, PEAP
can provide protection for the user’s identity, though not necessarily
the destination realm unless the PEAP Part 1 conversation term nates at
the | ocal authentication server

As a result, PEAP inplenentations SHOULD NOT attenpt to conpare the
Identities clained with Parts 1 and 2 of the PEAP conversation
Simlarly, if multiple Identities are claimed within PEAP Part 2, these
SHOULD NOT be conpared. An EAP conversation may involve nore than one
EAP aut hentication nmethod, and the identities clainmed for each of these
aut hentications could be different (e.g. a nachi ne authentication,

foll owed by a user authentication).
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Appendi x A - Exanpl es

In the case where the identity exchange occurs within PEAP Part 1, the
conversation will appear as follows:

Aut henti cati ng Peer Aut hent i cat or
<- EAP- Request/
Identity
EAP- Response/
Identity (MID) ->
<- EAP- Request/
EAP- Type=PEAP
(PEAP Start, S bit set)

EAP- Response/
EAP- Type=PEAP
(TLS client_hello)->
<- EAP- Request/
EAP- Type=PEAP
(TLS server _hell o,
TLS certificate,
[ TLS server _key_ exchange, ]
[TLS certificate_request,]
TLS server_hel | o_done)
EAP- Response/
EAP- Ty pe=PEAP
([TLS certificate,]
TLS client_key_ exchange,
[TLS certificate_verify,]
TLS change_ci pher _spec,
TLS finished) ->
<- EAP- Request/
EAP- Ty pe=PEAP
(TLS change_ci pher _spec,
TLS fini shed)

TLS channel established
(messages sent within the TLS channel)

EAP- Response/
EAP- Type=PEAP ->

<- EAP- Request/
Identity
EAP- Response/
Identity (MyID) ->
<- EAP- Request/
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EAP- Type=X
EAP- Response/
EAP- Type=X or NAK ->

<- EAP- Request/
EAP- Type=X
EAP- Response/
EAP- Type=X ->

<- EAP- Success

TLS channel torn down
(messages sent in cleartext)

Sept enber 2002

Where all peers are known to support PEAP, and the PEAP Part 1

conversation is carried out between the peer and a |oca

EAP server, the

cleartext identity exchange may be omtted and the conversati on appears

as foll ows:

Aut henti cat or

<- EAP- Request/

EAP- Type=PEAP

(PEAP Start, S bit set)

Aut hent i cati ng Peer

EAP- Response/
EAP- Ty pe=PEAP
(TLS client_hello)->
<- EAP- Request/
EAP- Type=PEAP
(TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
[TLS certificate_request,]
TLS server _hel | o_done)
EAP- Response/
EAP- Type=PEAP
([TLS certificate,]
TLS client_key_exchange,
[TLS certificate verify,]
TLS change_ci pher _spec,
TLS finished) ->
<- EAP- Request/
EAP- Type=PEAP
(TLS change_ci pher _spec,
TLS fini shed)

TLS channel established

Ander sson et al. St andards Track
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(messages sent within the TLS channel)

EAP- Response/
EAP- Type=PEAP - >

EAP- Response/
ldentity (MID) ->

EAP- Response/
EAP- Type=X or NAK ->

EAP- Response/
EAP- Type=X ->

TLS channel torn down

<- EAP- Request/
Identity

<- EAP- Request/
EAP- Type=X

<- EAP- Request/
EAP- Type=X

<- EAP- Success

(rmessages sent in cleartext)

In the case where the PEAP fragnentation is required,

will appear as follows:

Aut henti cati ng Peer

EAP- Response/
ldentity (MID) ->

EAP- Response/
EAP- Ty pe=PEAP
(TLS client_hello)->

Aut hent i cat or
<- EAP- Request/
Identity

<- EAP- Request/
EAP- Type=PEAP
(PEAP Start, S bit set)

<- EAP- Request/

EAP- Type=PEAP

(TLS server_hel |l o,
TLS certificate,

[ TLS server_key_exchange, ]

[TLS certificate_request,]
TLS server _hel | o_done)

(Fragment 1: L, Mbits set)

Ander sson et al.

St andards Track

Sept enber 2002

t he conversation

[ Page 33]



| NTERNET- DRAFT PEAP

EAP- Response/

EAP- Type=PEAP ->
<- EAP- Request/

EAP- Ty pe=PEAP

(Fragnment 2: Mbit set)

EAP- Response/

EAP- Type=PEAP - >
<- EAP- Request/
EAP- Ty pe=PEAP
(Fragnment 3)

EAP- Response/

EAP- Type=PEAP

([TLS certificate,]

TLS client_key_exchange,

[TLS certificate_verify,]

TLS change_ci pher _spec,

TLS fini shed)

(Fragment 1. L, Mbits set)->

<- EAP- Request/
EAP- Ty pe=PEAP
EAP- Response/
EAP- Type=PEAP
(Fragnment 2)->
<- EAP- Request/
EAP- Type=PEAP
(TLS change_ci pher _spec,
TLS fini shed)

TLS channel established
(messages sent within the TLS channel)

EAP- Response/
EAP- Type=PEAP - >

<- EAP- Request/
Identity
EAP- Response/
ldentity (MID) ->
<- EAP- Request/
EAP- Type=X
EAP- Response/
EAP- Type=X or NAK ->

<- EAP- Request/

EAP- Type=X
EAP- Response/
EAP- Type=X ->
Ander sson et al. St andards Track
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<- EAP- Success

TLS channel torn down
(messages sent in cleartext)

In the case where the server authenticates to the client successfully in
PEAP Part 1, but the client fails to authenticate to the server in PEAP
Part 2, the conversation will appear as follows:

Aut henti cati ng Peer Aut hent i cat or
<- EAP- Request/
Identity
EAP- Response/
ldentity (MID) ->
<- EAP- Request/
EAP- Type=PEAP
(PEAP Start, S bit set)
EAP- Response/
EAP- Type=PEAP
(TLS client_hello)->
<- EAP- Request/
EAP- Type=PEAP
(TLS server_hel |l o,
TLS certificate,
[ TLS server _key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
EAP- Response/
EAP- Type=PEAP
([TLS certificate,]
TLS client_key_exchange,
[TLS certificate_verify,]
TLS change_ci pher _spec,
TLS finished) ->
<- EAP- Request/
EAP- Type=PEAP
(TLS change_ci pher _spec,
TLS fi ni shed)

TLS channel established
(messages sent within the TLS channel)

EAP- Response/
EAP- Type=PEAP - >

<- EAP- Request/
Identity
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EAP- Response/
Identity (Ml D)

EAP- Response/

EAP- Type=X or NAK ->

EAP- Response/
EAP- Type=X ->

TLS channel torn down

PEAP

<- EAP- Request/
EAP- Type=X

<- EAP- Request/
EAP- Type=X

<- EAP-Failure

Sept enber 2002

(TLS session cache entry flushed)

(messages sent in cleartext)

In the case where server authentication is unsuccessfu
the conversation wl|

Aut henti cati ng Peer

EAP- Response/
Identity (Ml D)

EAP- Response/
EAP- Ty pe=PEAP

(TLS client_hello)->

EAP- Response/
EAP- Type=PEAP

appear as foll ows:

Aut hent i cat or

<- EAP- Request/
Identity

<- EAP- Request/
EAP- Type=PEAP
(PEAP Start)

<- EAP- Request/
EAP- Type=PEAP

(TLS server_hel |l o,

TLS certificate,

[ TLS server _key_exchange, ]
TLS server_hel | o_done)

(TLS client_key_exchange,
[TLS certificate_verify,]
TLS change_ci pher _spec,

TLS finished) ->

Ander sson et al

<- EAP- Request/
EAP- Type=PEAP

(TLS change_ci pher _spec,
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TLS fini shed)
EAP- Response/
EAP- Ty pe=PEAP
(TLS change_ci pher _spec,
TLS fini shed)

<- EAP- Request/
EAP- Type=PEAP
PPP EAP- Response/
EAP- Ty pe=PEAP
(TLS Alert nessage) ->
<- EAP-Failure
(TLS session cache entry flushed)

In the case where a previously established session is being resunmed, the
EAP server supports TLS session cache flushing for unsuccessful PEAP
Part 2 authentications and both sides authenticate successfully, the
conversation will appear as foll ows:

Aut hent i cati ng Peer Aut hent i cat or
<- EAP- Request/
Identity

EAP- Response/

| dentity (M/ID) ->
<- PPP EAP- Request/
EAP- Request /
EAP- Ty pe=PEAP
(PEAP Start)

EAP- Response/

EAP- Type=PEAP

(TLS client_hello)->
<- EAP- Request/
EAP- Ty pe=PEAP
(TLS server _hell o,
TLS change_ci pher _spec
TLS fini shed)

EAP- Response/

EAP- Ty pe=PEAP

(TLS change_ci pher _spec,

TLS finished) ->
<- EAP-Success
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In the case where a previously established session is being resunmed, and
the server authenticates to the client successfully but the client fails

to authenticate to the server,

Aut henti cati ng Peer

EAP- Response/
Identity (Ml D)

->

EAP- Response/
EAP- Ty pe=PEAP

(TLS client _hello) ->

EAP- Response/

EAP- Type=PEAP

(TLS change_ci pher _spec,
TLS finished) ->

EAP- Response
EAP- Type=PEAP ->

the conversation will appear as foll ows:

Aut hent i cat or

<- EAP- Request/
Identity
<- EAP- Request/

EAP- Request /
EAP- Type=PEAP
(TLS Start)

<- EAP- Request/

EAP- Type=PEAP

(TLS server_hell o,
TLS change_ci pher _spec,
TLS fini shed)

<- EAP- Request
EAP- Ty pe=PEAP
(TLS Alert nessage)

<- EAP-Failure
(TLS session cache entry flushed)

In the case where a previously established session is being resuned, and

the server authentication is unsuccessful,

as foll ows:

Aut henti cati ng Peer

<-

EAP- Response/

Identity (MID) ->

Ander sson et al.

the conversation will appear

Aut henti cat or
EAP- Request /
Identity

<- EAP- Request/
EAP- Request /
EAP- Type=PEAP
(TLS Start)
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EAP- Response/
EAP- Ty pe=PEAP
(TLS client_hello)->

EAP- Response/
EAP- Ty pe=PEAP
(TLS change_ci pher _spec,
TLS fini shed)

EAP- Response/
EAP- Ty pe=PEAP
(TLS Alert nessage) ->

Ander sson et al

PEAP

<- EAP- Request/

EAP- Type=PEAP

(TLS server_hel |l o,

TLS change_ci pher _spec,
TLS fini shed)

<- EAP- Request/
EAP- Ty pe=PEAP

<- EAP-Failure

(TLS session cache entry flushed)

St andards Track
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