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Status of This Meno

This neno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abst ract

Thi s docunent defines the problem statenment, scope, and protoco

requi renents between the conponents of the NEA (Network Endpoint
Assessnent) reference nodel. NEA provides owners of networks (e.g.
an enterprise offering renote access) a nechanismto evaluate the
posture of a system This may take place during the request for
networ k access and/or subsequently at any time while connected to the
network. The | earned posture information can then be applied to a
vari ety of conpliance-oriented decisions. The posture information is
frequently useful for detecting systens that are |acking or have

out -of -date security protection nechanisns such as: anti-virus and
host - based firewall software. 1In order to provide context for the
requirenents, a reference nodel and terninology are introduced.
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1. Introduction

Endpoi nts connected to a network may be exposed to a wide variety of
threats. Sone protection against these threats can be provi ded by
ensuring that endpoints conformto security policies. Therefore, the
intent of NEA is to assess these endpoints to determine their
compliance with security policies so that corrective nmeasures can be
provi ded before they are exposed to those threats. For exanple, if a
systemis determned to be out of conpliance because it is |acking
proper defensive nechanisns such as host-based firewalls, anti-virus
software, or the absence of critical security patches, the NEA
protocol s provide a nmechanismto detect this fact and indicate
appropriate renediation actions to be taken. Note that an endpoint
that is deened conpliant may still be vulnerable to threats that may
exi st on the network.

NEA typically involves the use of special client software running on
t he requesting endpoi nt that observes and reports on the
configuration of the systemto the network infrastructure. The

i nfrastructure has correspondi ng validation software that is capable
of conparing the endpoint’s configuration information with network
conpliance policies and providing the result to appropriate

aut hori zation entities that nmake decisions about network and
application access. Some endpoints may be incapable of running the
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NEA Cient software (e.g., printer) or be unwilling to share
i nformati on about their configuration. This situation is outside the
scope of NEA and is subject to | ocal policies.

The result of an endpoint assessnent nay influence an access deci sion
that is provisioned to the enforcenent mechani snms on the network
and/ or endpoi nt requesting access. Wile the NEA Wrking G oup
recogni zes there may be a Iink between an assessnment and the
enforcenment of a resulting access decision, the nechani sns and
protocols for enforcenment are not in scope for this specification

Architectures, simlar to NEA, have existed in the industry for sone
time and are present in shipping products, but do not offer adequate
interoperability. Some exanples of such architectures include:
Trusted Conputing Goup’s Trusted Network Connect [TNC], M crosoft’s
Net wor k Access Protection [NAP], and Cisco’s Ci sco Network Adni ssion
Control [CNAC]. These technol ogi es assess the software and/or
har dwar e configuration of endpoint devices for the purposes of
nmonitoring or enforcing conpliance to an organi zation's policy.

The NEA Working G oup is devel opi ng standard protocols that can be
used to conmuni cate conpliance information between a NEA Cient and a
NEA Server. This docunent provides the context for NEA including:
term nol ogy, applicability, problemstatenent, reference nodel, and
use cases. It then identifies requirenents for the protocols used to
comruni cate between a NEA Cient and NEA server. Finally, this
docunent di scusses sonme potential security and privacy considerations
with the use of NEA. The majority of this specification provides
informative text describing the context of NEA.

1.1. Requirenents Language

Use of each capitalized word within a sentence or phrase carries the
foll owi ng nmeani ng during the NEA WG s protocol selection process

MUST - indicates an absol ute requirenent

MUST NOT - indicates sonething absolutely prohibited

SHOULD - indicates a strong recommendation of a desired result
SHOULD NOT - indicates a strong reconmendati on agai nst a result
MAY - indicates a willingness to allow an optional outcome

Lower case use of "MJST", "MJST NOI", "SHOULD', "SHOULD NOT", and

"MAY" carry their nornmal neaning and are not subject to these
definitions.
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2. Term nol ogy

This section defines a set of terms used throughout this docunent.
In some cases these ternms have been used in other contexts with
different neanings so this section attenpts to describe each ternis
meaning with respect to the NEA WG activities.

Assessnent - The process of collecting posture for a set of
capabilities on the endpoint (e.g., host-based firewall) such that
the appropriate validators nay eval uate the posture agai nst
compl i ance policy.

Assertion Attributes - Attributes that include reusable information
about the success of a prior assessnent of the endpoint. This
could be used to optim ze subsequent assessnents by avoiding a
full posture reassessnent. For exanple, this classification of
attribute mght be issued specifically to a particular endpoint,
dated and signed by the NEA Server allow ng that endpoint to reuse
it for atime period to assert conpliance to a set of policies.
The NEA Server mght accept this in lieu of obtaining posture
i nformati on.

Attribute - Data el enent including any requisite neta-data describing
an observed, expected, or the operational status of an endpoint
feature (e.g., anti-virus software is currently in use).
Attributes are exchanged as part of the NEA protocols (see section
5.2). NEA recogni zes a variety of usage scenarios where the use
of an attribute in a particular type of nessage could indicate:

0 previously assessed status (Assertion Attributes),
0 observed configuration or property (Posture Attributes),

o0 request for configuration or property information (Request
Attributes),

0 assessment decision (Result Attributes), or

0 repair instructions (Renmediation Attributes).
The NEA WG wi || standardi ze a subset of the attribute nanespace
known as standard attributes. Those attributes not standardized

are referred to in this specification as vendor-specific.

Di al og - Sequence of request/response nessages exchanged.
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Endpoi nt - Any conputing device that can be connected to a network.
Such devices normally are associated with a particular link |ayer
address before joining the network and potentially an |IP address
once on the network. This includes: |aptops, desktops, servers,
cell phones, or any device that may have an | P address.

Message - Self contained unit of communication between the NEA Cient
and Server. For exanple, a posture attribute nessage nmight carry
a set of attributes describing the configuration of the anti-virus
software on an endpoi nt.

Ower - the role of an entity who is the legal, rightful possessor of
an asset (e.g., endpoint). The owner is entitled to naintain
control over the policies enforced on the device even if the asset
is not within the owner’s possession. The owner may permt user
override or augnentation of control policies or may choose to not
assert any policies limting use of asset.

Posture - Configuration and/or status of hardware or software on an
endpoint as it pertains to an organization’s security policy.

Posture Attributes - Attributes describing the configuration or
status (posture) of a feature of the endpoint. For exanple, a
Posture Attribute night describe the version of the operating
systeminstalled on the system

Request Attributes - Attributes sent by a NEA Server identifying the
posture information requested fromthe NEA Cient. For exanple, a
Request Attribute m ght be an attribute included in a request
nmessage fromthe NEA Server that is asking for the version
i nformati on for the operating systemon the endpoint.

Renedi ation Attributes - Attributes containing the remediation
instructions for howto bring an endpoint into conpliance with one
or nore policies. The NEA Ws will not define standard renedi ation
attributes, but this specification does describe where they are
used within the reference nodel and protocols.

Result Attributes - Attributes describing whether the endpoint is in
compliance with NEA policy. The Result Attribute is created by
the NEA Server normally at the conclusion of the assessnent to
i ndi cate whether or not the endpoint was considered conpliant.
More than one of these attributes may be used allowing for nore
granul ar feature | evel decisions to be communicated in addition to
an overall, global assessnent decision

Sangster, et al. I nf or mat i onal [ Page 6]



RFC 5209 NEA Requi renments June 2008

Session - Stateful connection capable of carrying multiple nessage
exchanges associated with (an) assessment(s) of a particul ar
endpoint. This docunent defines the termsession at a conceptua
| evel and does not describe the properties of the session or
specify requirements for the NEA protocols to nanage these
sessi ons.

User - Role of a person that is making use of the services of an
endpoint. The user may not own the endpoint so he or she m ght
need to operate within the acceptable use constraints defined by
the endpoint’s owner. For exanple, an enterprise enployee night
be a user of a conputer provided by the enterprise (owner) for
busi ness purposes.

3. Applicability

This section discusses the scope of the technol ogi es being
standardi zed and the network environnments where it is envisioned that
t he NEA technol ogi es m ght be applicable.

3.1. Scope

The priority of the NEA Wrking Goup is to devel op standard
protocols at the higher layers in the reference nodel (see section
5): the Posture Attribute protocol (PA) and the Posture Broker
protocol (PB). PA and PB will be designed to be carried over a
variety of |lower |ayer transport (PT) protocols. The NEA WG will
identify standard PT protocol (s) that are nmandatory to inplenent. PT
protocols nmay be defined in other WG because the requirenments nay
not be specific to NEA. Wen used with a standard PT protocol (e.g.
Ext ensi bl e Aut hentication Protocol (EAP), Transport Layer Security
(TLS) [TLS]), the PA and PB protocols will allow interoperability
between a NEA Cient fromone vendor and a NEA Server from another
This specification will not focus on the other interfaces between the
functional conponents of the NEA reference nodel nor requirements on
their internals. Any discussion of these aspects is included to
provi de context for understanding the nodel and resulting
requirenents

Sone tangent areas not shown in the reference nodel that are al so out
of scope for the NEA working group, and thus this specification
i ncl ude:

o Standardi zi ng the protocols and nmechani snms for enforcing
restricted network access,

o0 Devel opi ng standard protocols for renediation of non-conpliant
endpoi nt s,
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3.

2

0 Specifying protocols used to conmunicate with renote portions of
the NEA dient or Server (e.g., renote collectors or validators
of posture),

0 Supporting a NEA dient providing posture for other endpoints
(e.g., a NEA Cdient on an Intrusion Detection System (1DS)
provi ding posture for an endpoint without a NEA Client),

o Defining the set of events or situations that mght trigger a
NEA Cient or NEA Server to request an assessnent,

0 Detecting or handling |lying endpoints (see section 8.1.1 for
nore information).

Applicability of Environnents

Because the NEA nodel is based on NEA-oriented software being present
on the endpoint and in the network infrastructure, and due to the
nature of the information being exposed, the use of NEA technol ogies
may not apply in a variety of situations possible on the Internet.
Therefore, this section discusses sone of the scenarios where NEA is
nost likely to be applicable and sone where it nmay not be.
Utimately, the use of NEA within a deploynent is not restricted to
just these scenarios. The decision of whether to use NEA

technol ogies lies in the hands of the deployer (e.g., network

provi der) based upon the expected rel ationship they have with the
owners and users of potential endpoints.

NEA technol ogies are largely focused on scenari os where the owner of
the endpoint is the same as the owner of the network. This is a very
common nodel for enterprises that provide equi prment to enpl oyees to
performtheir duties. These enployees are likely bound under an

enpl oynent contract that outlines what |level of visibility the

enpl oyer expects to have into the enployee’s use of conpany assets
and possibly activities during work hours. This contract nmay
establish the expectation that the endpoint needs to conformto
policies set forth by the enterprise.

Sone ot her environments may be in a simlar situation and thus find
NEA technol ogi es to be beneficial. For exanple, environnents where
the endpoint is owned by a party (possibly even the user) that has
explicitly expressed a desire to conformto the policies established
by a network or service provider in exchange for being able to access
its resources. An exanple of this mght be an i ndependent contractor
with a personal |aptop, working for a conpany inposi ng NEA assessnent
policies on its enployees, who may wish a sinilar |evel of access and
iswilling to conformto the conpany’s policies. NEA technol ogies
may be applicable to this situation
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Conversely, some environnents where NEA i s not expected to be
appl i cabl e woul d be environnents where the endpoint is owned by a
user that has not agreed to conformto a network provider’s policies.
An exanpl e mi ght include when the above contractor visits any public
area like the |ocal coffee shop that offers Internet access. This
coffee shop woul d not be expected to be able to use NEA technol ogi es
to assess the posture of the contractor’s |aptop. Because of the
potentially invasive nature of NEA technol ogy, such an assessnent
could amount to an invasion of privacy of the contractor

It is nmore difficult to determ ne whether NEA is applicable in other
environnments, so the NEA Ws will consider themto be out of scope for
consi deration and specification. In order for an environnent to be
consi dered applicable for NEA the owner or user of an endpoi nt nust
have established a clear expectation that it will conply with the
policies of the owner and operator of the network. Such an
expectation likely includes a willingness to disclose appropriate

i nformati on necessary for the network to perform conpliance checks.

4. Pr obl em St at enment

NEA technol ogy may be used for a variety of purposes. This section
hi ghli ghts some of the najor situations where NEA technol ogi es nmay be
benefi ci al

One use is to facilitate endpoint compliance checki ng agai nst an
organi zation’s security policy when an endpoint connects to the
network. Organizations often require endpoints to run an

| T-specified Operating System (0S) configuration and have certain
security applications enabled, e.g., anti-virus software, host

i ntrusion detection/prevention systens, personal firewalls, and patch
managenent software. An endpoint that is not conpliant with IT
policy may be vul nerable to a nunber of known threats that m ght
exi st on the network.

Wt hout NEA technol ogy, ensuring conpliance of endpoints to corporate
policy is a time-consuming and difficult task. Not all endpoints are
managed by a corporation’s |IT organi zation, e.g., |lab assets and
contractor machines. Even for assets that are managed, they nay not
receive updates in a tinely fashion because they are not permanently
attached to the corporate network, e.g., laptops. Wth NEA

technol ogy, the network is able to assess an endpoint as soon as it
requests access to the network or at any tine after joining the
network. This provides the corporation an opportunity to check
compliance of all NEA-capable endpoints in a tinely fashion and
facilitate endpoint renmedi ation potentially while quaranti ned when
needed.
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NEA t echnol ogy can be used to provide posture assessnent for a range
of ways of connecting to the network including (but not Iimted to)

wired and wireless LAN access such as using 802.1X [802.1X], renote

access via | Psec [IPSEC], or Secure Socket Layer (SSL) VPN, or

gat eway access

Endpoi nts that are not NEA-capabl e or choose not to share sufficient
posture to eval uate conpliance may be subject to different access
policies. The decision of howto handl e non-compliant or
non-partici pati ng endpoi nts can be nmade by the network adm nistrator
possi bly based on information fromother security nechani snms on the
network (e.g., authentication). For exanple, renediation

i nstructions or warnings may be sent to a non-conpliant endpoint wth
a properly authorized user while allowing linmted access to the
network. Al so, network access technol ogies can use the NEA results
to restrict or deny access to an endpoint, while allow ng

vul nerabilities to be addressed before an endpoint is exposed to
attack. The communication and representation of NEA assessnent
results to network access technol ogies on the network is out of scope
for this docunent.

Reassessnent is a second inportant use of NEA technology as it allows
for additional assessnents of previously considered conpliant
endpoints to be perforned. This might become necessary because

net wor k conpliance policies and/or endpoint posture can change over
time. A systeminitially assessed as being conmpliant when it joined
the network may no | onger be in conpliance after changes occur. For
exanpl e, reassessnent m ght be necessary if a user disables a
security protection (e.g., host-based firewall) required by policy or
when the firewall beconmes non-conpliant after a firewall patch is

i ssued and network policy is changed to require the patch

A third use of NEA technol ogy may be to verify or suppl enent
organi zation asset information stored in inventory databases.

NEA t echnol ogy can al so be used to check and report conpliance for
endpoi nts when they try to access certain mission critica
applications within an enterprise, enploying service (application)
triggered assessnent.

5. Reference Mde
This section describes the reference nodel for Network Endpoint
Assessnent. This nodel is provided to establish a context for the

di scussion of requirenments and may not directly map to any particul ar
product or deploynent architecture. The nodel identifies the major
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functionality of the NEA dient and Server and their relationships,
as well as the protocols they use to comunicate at various |evels
(e.g., PAis carried by the PB protocol).

Whil e the diagram shows 3 |ayered protocols, it is envisioned that PA
is likely a thin message wapper around a set of attributes and that
it is batched and encapsulated in PB. PBis primarily a |ightweight
message bat ching protocol, so the protocol stack is nostly the
transport (PT). The vertical lines in the nodel represent APIs
and/ or protocols between conponents within the NEA Cient or Server
These interfaces are out of scope for standardi zation in the NEA WG

. + I +
| Posture | <mmmmmm - PA-------- > | Post ure |
| Collectors | | Val i dators
l (1.. N | Il (1.. N |
. + . +

I I

I I

I I
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Fi gure 1: NEA Reference Mdel

The NEA reference node

NEA Clients and NEA Servers.

each ot her.
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5.1. NEA Cient and Server
5.1.1. NEA i ent

The NEA dient is resident on an endpoint device and conprised of the
followi ng functionality:

0 Posture Collector(s)
0 Posture Broker dient
0 Posture Transport Cient(s)

The NEA dient is responsible for responding to requests for
attributes describing the configuration of the |ocal operating domain
of the client and handling the assessnment results including potential
renedi ati on instructions for howto conformto policy. A NEA dient
is not responsible for reporting on the posture of entities that

ni ght exist on the endpoint or over the network that are outside the
domai n of execution (e.g., in other virtual machine domains) of the
NEA Cient.

For exanple, a network address translation (NAT) device might route
communi cati ons for many systens behind it, but when the NAT device
joins the network, its NEA Cient would only report its own (local)
posture. Simlarly, endpoints with virtualization capabilities m ght
have mul ti pl e i ndependent domai ns of execution (e.g., OS instances).
Each NEA Cient is only responsible for reporting posture for its
domai n of execution, but this information m ght be aggregated by
other | ocal nechanisns to represent the posture for multiple domains
on the endpoint. Such posture aggregation nechani sns are outside the
focus of this specification.

Endpoints | acking NEA dient software (which is out of NEA scope) or
choosing not to provide the attributes required by the NEA Server
coul d be considered non-conpliant. The NEA nodel includes
capabilities to enable the endpoint to update its contents in order
to become conpliant.

5.1.1.1. Posture Collector

The Posture Collector is responsible for responding to requests for
posture information in Request Attributes fromthe NEA Server. The
Posture Collector is also responsible for handling assessnent
decisions in Result Attributes and renediation instructions in

Renedi ation Attributes. A single NEA dient can have several Posture
Col I ectors capabl e of collecting standard and/ or vendor-specific
Posture Attributes for particular features of the endpoint. Typica
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exanpl es include Posture Collectors that provide information about
Operating System (OS) version and patch |levels, anti-virus software,
and security mechani sms on the endpoint such as host-based Intrusion
Detection System (IDS) or firewall.

Each Posture Collector will be associated with one or nore
identifiers that enable it to be specified as the destination in a PA
message. The Posture Broker Client uses these identifiers to route
messages to this Collector. An identifier mght be dynamc (e.g.
generated by the Posture Broker Client at run-tine during
registration) or nore static (e.g., pre-assigned to the Posture

Coll ector at install-tinme and passed to the Posture Broker Cient
during registration) or a function of the attribute nmessages the
Col l ector desires to receive (e.g., nessage type for subscription).

The NEA nodel allocates the follow ng responsibilities to the Posture
Col | ector:

0 Consulting with local privacy and security policies that may
restrict what information is allowed to be disclosed to a given
NEA Server.

0 Receiving Request Attributes froma Posture Validator and
performng the |ocal processing required to respond
appropriately. This may include:

- Collecting associ ated posture information for particul ar
features of the endpoint and returning this information in
Posture Attributes.

- Caching and recogni zing the applicability of recently issued
attributes containing reusable assertions that m ght serve to
prove compliance and returning this attribute instead of
posture information.

0 Receiving attributes containing renmediation instructions on how
to update functionality on the endpoint. This could require the
Collector to interact with the user, owner, and/or a renediation
server.

0 Monitoring the posture of (a) particular features(s) on the
endpoi nt for posture changes that require notification to the
Posture Broker Cient.

o Providing cryptographic verification of the attributes received

fromthe Validator and offering cryptographic protection to the
attributes returned.
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The above list describes the nodel’s view of the possible
responsibilities of the Posture Collector. Note that this is not a
set of requirenents for what each Posture Collector inplenmentation
must support, nor is it an exhaustive list of all the things a
Posture Col | ector nay do.

5.1.1.2. Posture Broker dient

The Posture Broker Client is both a PA nmessage nultiplexer and a
de-mul tiplexer. The Posture Broker Client is responsible for
de-mul ti pl exi ng the PB nessage received fromthe NEA Server and

di stributing each encapsul ated PA nessage to the corresponding
Posture Collector(s). The nodel also allows for the posture

i nformati on request to be pre-provisioned on the NEA Cient to

i nprove performance by allowing the NEA Client to report posture
wi thout receiving a request for particular attributes fromthe NEA
Server.

The Posture Broker Client also nultiplexes the responses fromthe
Posture Collector(s) and returns themto the NEA Server. The Posture
Broker dient constructs one or nore PB messages using the PA
message(s) it obtains fromthe Posture Collector(s) involved in the
assessnent. The quantity and ordering of Posture Collector responses
(PA message(s)) nultiplexed into the PB response nessage(s) can be
determined by the Posture Broker Cient based on nmany factors
including policy or characteristics of the underlying network
transport (e.g., MIU). A particular NEA Cient will have one Posture
Broker dient.

The Posture Broker Client also handles the gl obal assessnment decision
fromthe Posture Broker Server and may interact with the user to
communi cate the gl obal assessnment decision and aid in any necessary
renedi ati on steps.

The NEA nodel allocates the follow ng responsibilities to the Posture
Broker dient:

0 Maintaining a registry of known Posture Collectors and all owi ng
for Posture Collectors to dynam cally register and deregister

o Multiplexing and de-nultiplexing attribute nessages between the
NEA Server and the rel evant Posture Coll ectors.

0 Handl i ng posture change notifications fromPosture Collectors
and triggering reassessment.

0 Providing user notification about the gl obal assessnent decision
and ot her user nmessages sent by the NEA Server.
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5.1.1.3. Posture Transport Cient

The Posture Transport Client is responsible for establishing a
reliable comunication channel with the NEA Server for the nessage
di al og between the NEA Client and NEA Server. There might be nore
than one Posture Transport Client on a particular NEA Cient
supporting different transport protocols (e.g., 802.1X, VPN)

Certain Posture Transport Clients may be configured with the address
of the appropriate Posture Transport Server to use for a particular
net wor K.

The NEA nodel allocates the follow ng responsibilities to the Posture
Transport Cient:

o Initiating and maintaining the communication channel to the NEA
Server. The Posture Transport Client hides the details of the
underlying carrier that could be a Layer 2 or Layer 3 protocol

o Providing cryptographic protection for the nessage dial og
between the NEA dient and NEA Server.

5.1. 2. NEA Server

The NEA Server is typically conprised of the followi ng NEA
functionality:

0 Posture Validator(s)
0 Posture Broker Server
0 Posture Transport Server(s)

The Posture Validators mght be |ocated on a separate server fromthe
Posture Broker Server, requiring the Posture Broker Server to dea
with both | ocal and renote Posture Validators.

5.1.2.1. Posture Validator

A Posture Validator is responsible for handling Posture Attributes
from correspondi ng Posture Collector(s). A Posture Validator can
handl e Posture Attributes fromone or nore Posture Collectors and

vi ce-versa. The Posture Validator perforns the posture assessnent
for one or nore features of the endpoint (e.g., anti-virus software)
and creates the result and, if necessary, the renediation
instructions, or it may choose to request additional attributes from
one or nore Collectors.
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Each Posture Validator will be associated with one or nore
identifiers that enable it to be specified as the destination in a PA
message. The Posture Broker Server uses this identifier to route
messages to this Validator. This identifier mght be dynamc (e.qg.
generated by the Posture Broker Server at run-tine during
registration) or nore static (e.g., pre-assigned to a Posture
Validator at install-time and passed to the Posture Broker Server
during registration) or a function of the attribute nessages the
Val i dator desires to receive (e.g., nessage type for subscription).

Posture Validators can be co-located on the NEA Server or can be
hosted on separate servers. A particular NEA Server is likely to
need to handle nultiple Posture Validators.

The NEA nodel allocates the follow ng responsibilities to the Posture
Val i dat or:

0 Requesting attributes froma Posture Collector. The request may
i ncl ude:

- Request Attributes that indicate to the Posture Collector to
fetch and provide Posture Attributes for particul ar
functionality on the endpoint.

0 Receiving attributes fromthe Posture Collector. The response
fromthe Posture Collector may include:

- Posture Attributes collected for the requested functionality.

- Assertion Attributes that indicate the conpliance result from
a prior assessnent.

0 Assessing the posture of endpoint features based on the
attributes received fromthe Coll ector.

0 Conmuni cating the posture assessnment result to the Posture
Br oker Server.

o Conmuni cating the posture assessnment results to the Posture
Collector; this attribute nmessage may incl ude:

- Result Attributes that comruni cate the posture assessnent
resul t.

- Renedi ation Attributes that communi cate the renedi ati on
instructions to the Posture Col |l ector

o0 Monitoring out-of-band updates that trigger reassessnent and
require notifications to be sent to the Posture Broker Server
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o Providing cryptographic protection for attributes sent to the
Posture Coll ector and of fering cryptographic verification of the
attributes received fromthe Posture Collector.

The above |ist describes the npdel’s view of the possible
responsibilities of the Posture Validator. Note that this is not a
set of requirenents for what each Posture Validator inplenmentation
must support, nor is it an exhaustive list of all the things a
Posture Validator may do

5.1.2.2. Post ure Broker Server

The Posture Broker Server acts as a multiplexer and a de-nultiplexer
for attribute nmessages. The Posture Broker Server parses the PB
messages received fromthe NEA Client and de-multiplexes theminto PA
messages that it passes to the associated Posture Validators. The
Posture Broker Server nultiplexes the PA nessages (e.g., nhessages
contai ning (a) Request Attribute(s) fromthe rel evant Posture
Validator(s)) into one or nore PB nessages and sends themto the NEA
Client via the Posture Transport protocol. The quantity and ordering
of Posture Validator responses (PA nessages) and gl obal assessnent
decision nultiplexed into the PB response nessage(s) can be

determi ned by the Posture Broker Server based on nmany factors

i ncluding policy or characteristics of the underlying network
transport (e.g., MIU)

The Posture Broker Server is also responsible for conputing the

gl obal assessnent decision based on individual posture assessnent
results fromthe various Posture Validators. This global assessnent
decision is sent back to the NEA Client in Result Attributes within a
PB nmessage. A particular NEA Server will have one Posture Broker
Server, and this Posture Broker Server will handle all the |ocal and
renote Posture Validators.

The NEA nodel allocates the follow ng responsibilities to the Posture
Br oker Server:

0 Maintaining a registry of Posture Validators and all ow ng for
Posture Validators to register and deregister.

o Multiplexing and de-nultipl exi ng posture nessages fromand to
the rel evant Posture Validators.

o Conputing the gl obal assessment decision based on posture
assessnent results fromthe various Posture Validators and
conpliance policy. This assessnent decision is sent to the
Posture Broker Cient in a PB nessage.
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5.1.2.3. Posture Transport Server

The Posture Transport Server is responsible for establishing a
reliable comunication channel with the NEA Cient for the nessage

di al og between the NEA Client and NEA Server. There might be nore

t han one Posture Transport Server on a particular NEA Server to
support different transport protocols. A particular Posture
Transport Server will typically handl e requests from several Posture
Transport Cients and may require | ocal configuration describing how
to reach the NEA Cients.

The NEA nodel allocates the follow ng responsibilities to the Posture
Transport Server:

o Initiating and mai ntai ning a conmuni cati on channel with,
potentially, several NEA dients.

o Providing cryptographic protection for the nmessage dial og
between the NEA Client and NEA Server

5. 2. Pr ot ocol s

The NEA reference nodel includes three |ayered protocols (PA PB, and
PT) that allow for the exchange of attributes across the network
Whil e these protocols are intended to be used together to fulfill a
particular role in the nodel, they may offer overl apping
functionality. For exanple, each protocol should be capabl e of
protecting its information fromattack (see section 8.2 for nore

i nformation).

5.2.1. Posture Attribute Protocol (PA)

PA is a protocol that carries one or nore attributes between Posture
Col l ectors and their associated Posture Validator. The PA protocol
is a nmessage-oriented |ightwei ght wapper around a set of attributes
bei ng exchanged. This wapper may indicate the purpose of attributes
within the nessage. Sone of the types of nessages expected include:
requests for posture information (Request Attributes), posture

i nformati on about the endpoint (Posture Attributes), results of an
assessnent (Result Attributes), reusable conpliance assertions
(Assertion Attributes), and instructions to renedi ate non-conpliant
portions of the endpoint (Renediation Attributes). The PA protoco

al so provides the requisite encoding and cryptographic protection for
the Posture Attributes.
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5.2.2. Posture Broker Protocol (PB)

PB is a protocol that carries aggregate attribute nmessages between
the Posture Collectors on the NEA dient and the correspondi ng
Posture Validators on the NEA Server involved in a particul ar
assessnent. The PB protocol provides a session allow ng for nessage
di al ogs for every assessnment. This PB session is then used to bind
multiple Posture Attribute requests and responses fromthe different
Posture Coll ectors and Posture Validators involved in a particul ar
assessnent. The PB protocol may also carry the gl obal assessnent
decision in the Result Attribute fromthe Posture Broker Server to
the Posture Broker Client. PB may be used to carry additional types
of messages for use by the Posture Broker Cient and Server (e.g.

i nformati on about user preferred interface settings such as

| anguage) .

5.2.3. Posture Transport Protocol (PT)

PT is a transport protocol between the NEA Cient and the NEA Server
responsi ble for carrying the messages generated by the PB protocol
The PT protocol (s) transport(s) PB messages during the network
connection request or after network connectivity has been

est abl i shed.

In scenarios where an initial assessnent needs to occur during the
net wor k connection, the PT protocol (e.g., EAP wi thin 802.1X) may
have constrai ned use of the network, so deploynents may choose to
limt the anount and/or size of the attributes exchanged. The NEA
Client and NEA Server should be able to detect when a potentially
constrained situation exists prior to the assessnent based upon
properties of the underlying network protocol. Using this

i nformati on, NEA policy could dictate what aspects of the endpoint to
include in the initial assessment and potentially linmt the PA
message attributes exchanged. This could be followed up by a ful
reassessnment after the endpoint is placed on the network.
Al'ternatively, deploynents can choose not to linit their assessnent
by configuring their network access technology to tenporarily grant
restricted | P connectivity prior to the assessnent and use an
unconstrai ned, hi gh bandwi dth | P-based transport during the
assessnent. Sonme of the constraints that nmay exist for protocols

i nvol ved in the network connection phase incl ude:

o Limted maxi num transm ssion unit (MIU) size and ability to
negoti ate | arger MIUs,

o lnability to performnultiple roundtrips,

o Lack of support for piggybacking attributes for other protocols,
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0 Low bandwi dth or high latency linitations precluding exchanges
of large amounts of data,

o Inability of servers to initiate nessages except during the
net wor k connecti on phase.

The PT protocol selection process needs to consider the inpact of
selecting a particular PT and set of underlying protocols on the
depl oynent needs of PA and PB. PA and PB will be selected prior to
PT so the needs of PA and PB will be known. Certain underlying
protocol stacks may be too constrained to support adequate NEA
assessnents during network connection.

The PT protocol provides reliable nessage delivery, mutua
aut henti cation, and cryptographic protection for the PB nessages as
specified by local policy.

5.3. Attributes

The PA protocol is responsible for the exchange of attributes between
a Posture Collector and Posture Validator. The PB protocol may al so
carry the gl obal assessnent decision attributes fromthe Posture
Broker Server. Attributes are effectively the reserved word ' nouns
of the posture assessment. The NEA Server is only able to ask for

i nformati on that has a corresponding attribute, thus boundi ng what
type of posture can be obtained. The NEA Ws will define a common
(standard) set of attributes that are expected to be widely
applicable to Posture Collectors and thus used for nmaxi num
interoperability, but Posture Collectors nmay support additiona
vendor-specific attributes when necessary.

Dependi ng on the depl oynent scenario, the purpose of the attributes
exchanged may be different (e.g., posture information vs. asserted
compliance). This section discusses the originator and expected
situation resulting in the use of each classification of attributes
in a PA message. These classifications are not intended to dictate
how the NEA Ws wi |l | specify the attributes when defining the
attribute nanespace or schena.
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5.3.1. Attributes Nornmally Sent by NEA dient:

0 Posture Attributes - Attributes and values sent to report
i nformati on about a particul ar aspect (based on semantic of the
attribute) of the system These attributes are typically sent
in response to Request Attributes fromthe NEA Server. For
exanpl e, a set of Posture Attributes might describe the status
of the host-based firewall (e.g., if running, vendor, version).
The NEA Server would base its decision on conparing this type of
attribute agai nst policy.

0 Assertion Attributes - Attributes stating recent prior
compliance to policy in hopes of avoiding the need to recoll ect
the posture and send it to the NEA Server. Exanples of
assertions include (a) NEA Server provided attributes (state)
describing a prior evaluation (e.g., opaque to endpoint, signed,
time stanped itens stating specific results) or (b) NEA Cient
identity information used by the NEA Server to locate state
about prior decisions (e.g., systembound cookie). These m ght
be returned in lieu of, or in addition to, Posture Attri butes.

5.3.2. Attributes Normally Sent by NEA Server

0 Request Attributes - Attributes that define the specific posture
informati on desired by the NEA Server. These attributes mnight
effectively forma tenplate that the Posture Collector fills in
(subject to local policy restrictions) with the specific val ue
corresponding to each attribute. The resulting attributes are
typically Posture or Assertion Attributes fromthe NEA dient.

0 Result Attributes - Attributes that contain the decisions of the
Posture Validators and/or Posture Broker Server. The |evel of
detail provided may vary from which individual attributes were
compliant or not through just the gl obal assessnent decision

0 Renediation Attributes - Attributes that explain to the NEA
Client and its user how to update the endpoint to becone
compliant with the NEA Server policies. These attributes are
sent when the gl obal assessnent decision was that the endpoint
is not currently conpliant. Renediation and Result Attributes
may both exist within a NEA Server attribute nessage

0 Assertion Attributes - Attributes containing NEA Server

assertions of conpliance to a policy for future use by the NEA
Client. See section 5.3.1 for nore information
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6. Use Cases

This section discusses several of the NEA use cases with intent to
describe and coll ectively bound the NEA probl em space under
consideration. The use cases provide a context and general rationale
for the defined requirements. |In order to ease understandi ng of each
use case and how it nmaps to the reference nodel, each use case wll
be acconpani ed by a sinple exanple and a di scussion of how this
exanple relates to the NEA protocols. It should be enphasized that
the provided exanples are not intended to indicate the only approach
to addressing the use case but rather are included to ease
under st andi ng of how the flows night occur and inpact the NEA
protocol s.

We broadly classify the use cases into two categories, each with its
own set of trigger events:

o Initial assessment - evaluation of the posture of an endpoint
that has not recently been assessed and thus is not in
possession of any valid proof that it should be considered
compliant. This evaluation mght be triggered by a request to
join a network, a request to use a service, or a desire to
understand the posture of a system

0 Reassessnent - evaluation of the posture of an endpoint that has
previ ously been assessed. This evaluation could occur for a
variety of reasons including the NEA Cient or Server
recogni zi ng an occurrence affecting the endpoint that night
raise the endpoint’s risk level. This could be as sinple as it
havi ng been a long time since the endpoint’s prior reassessnent.

6. 1. Initial Assessnent

An initial assessnent occurs when a NEA Cient or Server event occurs
that causes the evaluation of the posture of the endpoint for the
first tine. Endpoints do not qualify for this category of use case
if they have been recently assessed and the NEA Client or Server has
mai nt ai ned state (or proof) that the endpoint is conpliant and

theref ore does not need to have its posture eval uated again.

6.1.1. Triggered by Network Connection or Service Request

This use case focuses on assessnents perforned at the tine an
endpoint attenpts to join a network or request use of a service that
requires a posture evaluation. This use case is particularly
interesting because it allows the NEA Server to evaluate the posture
of an endpoint before allowing it access to the network or service.
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Thi s approach could be used to help detect endpoints w th known
vulnerabilities and facilitate their repair before they are admtted
to the network and potentially exposed to threats on the network.

A variety of types of endpoint actions could result in this class of
assessnent. For exanple, an assessnent could be triggered by the
endpoint trying to access a highly protected network service (e.qg.
financial or HR application server) where heightened security
checking is required. A better known exanple coul d include
requesting entrance to a network that requires systens to neet
conmpliance policy. This exanple is discussed in nore detail in the
foll owi ng secti on.

6.1.1.1. Exanple

An I T enpl oyee returning fromvacation boots his office desktop
conmputer that generates a request to join the wired enterprise
network. The network’s security policy requires the systemto
provi de posture information in order to determ ne whether the
desktop’s security features are enabled and up to date. The desktop
sends its patch, firewall, and anti-virus posture information. The
NEA Server determines that the systemis lacking a recent security
patch designed to fix a serious vulnerability and the systemis

pl aced on a restricted access network. The desktop follows the
provi ded remnedi ation instructions to download and install the
necessary patch. Later, the desktop requests again to join the
network and this time is provided full access to the enterprise
network after a full assessnent.

6.1.1.2. Possible Flows and Protocol Usage

The follow ng describes typical nessage flows through the NEA
reference nodel for this exanple use case

1. The IT enpl oyee’s desktop conputer connects to the network
through an access gateway in the wired enterprise network

2. The Posture Broker Server on the NEA Server is instructed to
assess the endpoint joining the wired network.

3. Based upon conpliance policy, the Posture Broker Server
contacts the operating system patch, host-based firewall, and
anti-virus Posture Validators to request the necessary posture.
Each Posture Validator creates a PA nmessage containing the
desired attributes to be requested for assessnent fromthe
deskt op system
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4. The Posture Broker Server aggregates the PA nessages fromthe
Posture Validators into a PB nessage. The Posture Broker
Server passes the PB nmessage to the Posture Transport Server
that uses the PT protocol to send the PB nessage to the NEA
Client on the desktop conputer.

5. The Posture Transport Cient receives the nessage fromthe NEA
Server and passes it to the Posture Broker Cient for nessage
delivery.

6. The Posture Broker Cient de-multiplexes the PB nessage and
delivers the PA nessages with the requests for attributes to
the firewall, operating system patch, and anti-virus Posture
Col l ectors.

7. Each Posture Collector involved consults local privacy policy
to determine what information is allowed to be disclosed and
then returns the requested attributes that are authorized in a
PA nmessage to the Posture Broker dient.

8. The Posture Broker Cient aggregates these PA nmessages into a
singl e PB nessage and sends it to the Posture Broker Server
usi ng the Posture Transport Client to Server session

9. The Posture Transport Server provides the PB nessage to the
Post ure Broker Server that de-multipl exes the nmessage and sends
the appropriate attributes to the correspondi ng Posture
Val i dat or.

10. Each Posture Validator conpares the values of the attributes it
receives with the expected values defined in its policy.

11. The anti-virus and firewall Posture Validators return
attributes to the Posture Broker Server stating the desktop
conmputer is conpliant, but the operating system patch Posture
Val i dator returns non-conpliant. The operating system patch
Posture Validator creates a PA nessage that contains attributes
with remediation instructions in addition to the attribute
i ndi cating non-conpliance result.

12. The Posture Broker Server aggregates the PA nessages and sends

themin a PB nessage to the Posture Broker Client via the
Posture Transport Server and Posture Transport Cient.
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13. The Posture Broker Cient delivers the PA nessages with the
results fromthe various Posture Validators to the Posture
Col l ectors including the PA nessage containing attributes with
renedi ati on instructions to the operating system patch Posture
Col l ector. This Posture Collector then interacts with the user
to downl oad and install the needed patches, potentially while
t he endpoi nt remai ns quaranti ned.

14. Upon conpl etion of the renediation, the above steps 1-10 are
repeated (triggered by the NEA Client repeating its request to
join the network).

15. This time each involved Posture Validator (including the
operating system patch Posture Validator) returns a conpliant
status and the Posture Broker Server returns a conmpliant result
i ndi cating a gl obal success.

16. The Posture Broker Cient receives the conpliant result and the
I T enpl oyee’ s desktop is now on the network.

6.1.1.3. Inpact on Requirenents

The following are several different aspects of the use case exanple
that potentially need to be factored into the requirenents.

0 Posture assessment before endpoint allowed on network
0 Endpoint sends attributes containing posture infornmation
0 NEA Server sends renediation instructions
0 NEA dient causes a reassessnent after renediation
6.1.2. Triggered by Endpoint
This use case highlights that an endpoint (possibly at the request of
a user) may wish to trigger an assessnent of its posture to determne
whether its security protective nechanisns are running and up to
dat e.
6.1.2.1. Exanmple
A student goes to the terminal roomto work on a project. The
term nal room contains shared systenms owned by the school that are on
the network. These systens have been previously used by other
students so their security posture is unknown. The student wi shes to

check whether a systemis currently in conpliance with the school’s
security policies prior to doing work, so she requests a posture
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assessnent. The NEA Server perfornms an initial assessnment of the
system and determines it is conpliant but the anti-virus protection

is not

in use. The student receives an advisory response indicating

the systenis anti-virus software is turned off but that otherwi se it

conpli

es with the school’s policy. The student turns on the

anti-virus software, initiates a scan, and upon conpletion decides to

trust

6.1.2. 2.

the systemw th her work.

Possi bl e Fl ows and Protocol Usage

The follow ng describes the nessage fl ows through the NEA reference

nodel

1.

Sangst er,

for the student using a terninal room shared system exanpl e:

Student triggers the Posture Broker Client on the conputer
systemin the terminal roomto initiate a posture assessnent.

The Posture Broker Cient establishes a session with the
Posture Broker Server that causes an assessnent to be
triggered.

The Posture Broker Server detects the new session and consults
policy to deternmine that Posture Validators to involve in the
assessnent. The Posture Broker Server decides to enpl oy
several Posture Validators including the anti-virus Posture
Val i dat or .

The Posture Validators involved create PA nessages contai ni ng
requests for particular attributes containing information about
the desired termnal room conputer based on the school’s
security policy.

The Posture Broker Server assenbles a PB nessage including each
of the PA messages fromthe Posture Validators.

The Posture Transport Server sends the PB nessage to the
Posture Transport Cient where it is passed on to the Posture
Broker dient.

The Posture Broker Client on the student’s conputer
de-mul ti pl exes the PA nessages and delivers themto the
correspondi ng Posture Col | ectors.

The Posture Collectors consult privacy policy to deci de what
information to share with the Server. |If allowable, the

Col l ectors each return a PA nessage containing the requested
posture to the Posture Broker dient.
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The Posture Broker Client aggregates the returned PA nessages
into a PB nessage and hands it to the Posture Transport Cdient
for transm ssion to the Posture Transport Server

The Posture Broker Server separates and distributes the Posture
Col I ector PA messages to the associ ated Posture Validators.

The Posture Validators determ ne whether the attributes
containing the posture included in the PA nessage are conpliant
with their policies and returns a posture assessnent deci sion
to the Posture Broker Server. |In this case, the anti-virus
Posture Validator returns a PA nessage indicating a
non-conpliant result because the anti-virus software is not
runni ng and includes attributes describing howto activate the
sof t war e

The Posture Broker Server determ nes the overall conpliance
deci sion based on all of the Validators’ assessment results and
sends a PB nessage containing an attribute expressing the

gl obal assessnment decision and the anti-virus Validator’s PA
message. In this case, the gl obal assessnent decision

i ndi cates the systemis conpliant (despite the anti-virus
Validator’s result) because the Posture Broker Server policy
all owed for the anti-virus to not be running as long as the
system was properly patched and running a firewall (which was
the case according to the other Posture Validators).

The Posture Transport Server sends the PB nessage to the
Posture Transport Cient that provides the nessage to the
Posture Broker dient.

The Posture Broker Client on the term nal room conputer

exam nes the PB nessage’s gl obal assessnment decision attribute
and reports to the student that the system was deened to be
conmpliant, but that an advisory was included.

The Posture Broker Cient provides the PA nmessage with the
renedi ation attributes to the anti-virus Posture Collector that
interacts with the user to explain howto turn on anti-virus to
i mprove the |ocal protections.

The student turns on the anti-virus software and on conpl etion
steps 1-10 are repeated.

This time the anti-virus Posture Validator returns a success

status and the Posture Broker Server returns a successfu
gl obal assessnent decision in the PB nessage.
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18. The Posture Broker dient receives the successful globa
assessnent decision in the PB nessage and the student now uses
the conputer for her assignnent.

6.1.2.3. Inpact on Requirenents

The following are several different aspects of the use case exanple
that potentially need to be factored into the requirenents.

o Voluntary endpoint requested initial assessnent,

0 Successful (conpliant) global assessnent decision included in PB
message with a PA nessage containing an advi sory set of
attributes for renediation.

6. 2. Post ure Reassessnent

Reassessnent (s) of endpoints can happen anytinme after being admitted
to the network after a successful initial NEA assessment. These
reassessments may be event-based, such as driven by posture changes
detected by the NEA Client, or changes detected by network
infrastructure such as detection of suspicious behavior or network
policy updates on the NEA Server. They may al so be periodic (tiner-
driven) to reassess the health of the endpoint.

6.2.1. Triggered by NEA dient

This use case allows for software on the endpoint or a user to
determine that a reassessnent of the systemis required. There are a
variety of reasons why such a reassessnent m ght be beneficia

i ncluding: changes in its previously reported posture, detection of
potentially suspicious behavior, or even to enable the systemto
periodically poll the NEA Server to assess its condition relative to
the | atest policies.

6.2.1.1. Exanple

The desktops within a conpany’s HR departnent have a history of poor
security practices and eventual conpronise. The HR departnent

adm ni strator decides to deploy software on each desktop to nonitor
the use of security protective nmechanisns to assure their use. ne
day, an HR person accidentally turns off the desktop firewall. The
nmonitoring process detects the lack of a firewall and contacts the
NEA Server to request a reassessnment of the firewall conpliance. The
NEA Server returns a decision that the firewall nust be reactivated
to stay on the network. The NEA Cient explains the decision to the
user and how to reactivate the firewall. The HR person restarts the
firewall and initiates a request to rejoin the network
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Possi bl e Fl ows & Protocol Usage

The follow ng describes the nmessage fl ows through the NEA reference

nodel

1.

10.

Sangst er,

for the HR departnent exanpl e:

The desktop nonitoring software that typically mght act as a
Posture Collector triggers the Posture Broker Cient to
initiate a posture reassessment. The Posture Broker dient
creates a PB nessage that contains a PA nessage indicating the
desktop firewall has been di sabl ed.

The Posture Broker Cient sends the PB nessage to the Posture
Br oker Server.

The Posture Transport Client sends the PB nessage to the
Posture Transport Server over the PT protocol

The Posture Broker Server receives the PB nessage and forwards
the PA nessage to the firewall Posture Validator for
eval uati on.

The firewal |l Posture Validator determnes that the endpoint is
no | onger conpliant because its firewall has been di sabl ed.

The Posture Validator generates a PA nessage that contains
attributes indicating a non-conpliant posture assessment result
and renedi ation instructions for how to reactivate the
firewall.

The Posture Validator comunicates the PA message with the
posture assessment result to the Posture Broker Server to
respond back to the NEA dient.

The Posture Broker Server generates a PB nessage including a
gl obal assessnent decision of non-conpliant and the PA nessage
fromthe firewal|l Posture Validator.

The Posture Transport Server transports the PB nessage to the
Posture Transport Cient where it is passed to the Posture
Broker dient.

The Posture Broker Client processes the attribute containing

the gl obal assessment decision received fromthe NEA Server and
di spl ays the non-conpliance nmessages to the user.
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11. The Posture Broker dient forwards the PA nessage to the
firewall Posture Collector; the Posture Collector displays the
renedi ati on instructions for how to enabl e the desktop
firewall.

12. The user is pronpted to initiate a reassessnent after
compl eting the renediation.

13. Upon conpletion of the renediation, the NEA Client reinitiates
a request for reassessnent and steps 1-4 are repeated. This
time the firewall Posture Validator determnmines the endpoint is
compliant and returns a successful posture assessnment deci sion.

14. The Posture Broker Server generates a PB nessage with a gl oba
assessnent deci sion of conpliant and returns this to the NEA
Cient.

6.2.1.3. Inpact on Requirenents

The followi ng are several different aspects of the use case exanple
that potentially need to be factored into the requirenents.

o0 Voluntary, endpoint (software) initiated posture reassessnent
request

0 NEA Server requests specific firewall-oriented Posture
Attributes

o0 NEA dient (firewall Posture Collector) interacts with user to
renedi at e problem

6.2.2. Triggered by NEA Server

In many cases, especially for reassessnent, the NEA Server nmay
initiate specific or conplete reassessnent of one or nore endpoints
triggered by:

o Tine (periodic)
o Event occurrence
o Policy updates

6.2.2.1. Exanple
An enterprise requires enployees on the network to always stay up to
date with security critical operating system patches. A marketing

enpl oyee joins the network and perfornms an initial assessnment. The
assessnent determines the enployee’'s laptop is conpliant. Severa
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hours later, a najor operating systemvendor rel eases a set of
pat ches preventing a serious vulnerability that is being exploited on
the Internet.

The enterprise adm nistrators nmake avail abl e the patches and change
the network policy to require themto be installed by 5 PM This
pol i cy change causes the NEA Server to request a reassessment to

det erm ne which endpoints are inpacted and | acking the patches. The
mar keti ng enpl oyee’s laptop is reassessed and determ ned to need the
patches. A renediation advisory is sent and presented to the

enpl oyee explaining howto obtain the patches and that they nust be
installed by 5 PM The narketing enpl oyee i nmedi ately downl oads and
installs the patches and obtains an assertion that all patches are
now i nstal | ed.

At 5 PM the enterprise perforns another reassessnment of all inpacted
endpoints to deternine if they are now in conpliance. The marketing
enpl oyee’s laptop is reassessed and presents the assertion that it
has the patches installed and thus is determi ned to be conpliant.

6.2.2.2. Possible Flows and Protocol Usage

The follow ng describes the nessage fl ows through the NEA reference
nodel for the above exanpl e:

1. Marketing enpl oyee joins network and conpletes an initia
assessnent resulting in a conpliant decision

2. The Enterprise Adm nistrator configures an operating system
patch policy indicating that recent patches are required on all
endpoints by 5 PMto prevent serious vulnerabilities.

3. The NEA Server’s operating system patch Posture Validator
becones aware of this policy change and creates a PA nessage
requesting attributes describing OS patches in use and triggers
the Posture Broker Server to initiate a posture reassessnment of
al |l endpoints connected to the network.

4. The Posture Broker creates a PB nessage that includes the PA
message fromthe operating system patch Posture Validator

5. The Posture Broker Server gradually establishes a session with
each avail able NEA dient.

6. The Posture Broker Server sends the PB message to the Posture
Broker dient.
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16.

17.

18.
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The Posture Transport Server carries the PB nessage to the
Posture Transport Cdient over the PT protocol

The Posture Broker Client receives the PB nessage and forwards
the PA nessage to the operating system patch Posture Coll ector

The operating system patch Posture Collector determines the CS
pat ches present on the endpoint and if authorized by its

di scl osure policy creates a PA message containing the patch
information attributes.

The Posture Broker Cient sends a PB nessage that includes the
operating system patch PA nessage.

The Posture Transport Client transports the PB nessage to the
Posture Transport Server where it is passed to the Posture
Br oker Server.

The Posture Broker Server receives the PB nessage and delivers
the PA nessage to the operating system patch Posture Vali dator.

The operating system patch Posture Validator extracts the
attributes describing the current OS patches fromthe PA
nmessage and uses the values to determni ne whether the endpoint
is conpliant with the new policy. The Posture Validator
determ nes that the endpoint is not conpliant since it does not
have the new OGS patches installed.

The Posture Validator generates a PA nessage that includes
attributes stating the posture assessnent decision is
non-conpliant and attributes containing the renmediation
instructions to enable the endpoint to downl oad the required OS
pat ches

The Posture Validator conmuni cates the posture assessnent
result to the Posture Broker Server along with its PA nmessage

The Posture Broker Server generates a gl obal assessnent
deci sion and sends a PB nessage with the decision and the
operating system patch Posture Validator’s PA nessage.

The Posture Transport Server transports the PB nessage to the
Posture Transport Cient where it is passed to the Posture
Broker dient.

The Posture Broker Cient processes the Result Attribute

received fromthe NEA Server and displays the non-conpliance
decision to the user.
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The Posture Broker Client forwards the PA nessage containing
the renedi ation instructions to the operating system patch
Posture Collector; the Posture Collector guides the user with
i nstructions on how to becone conpliant that include

downl oadi ng the appropriate OS patches to prevent the

vul nerability.

The marketing enpl oyee installs the required patches and now is
in conpliance.

The NEA dient triggers a reassessnent of the operating system
pat ches that causes a repeat of many of the steps above. This
time, in step 13 the operating system patch Posture Validator
determ nes the marketing enpl oyee’s laptop is conpliant. It
returns a reusable (e.g., signed and dated) set of attributes
that assert OS patch conpliance to the latest policy. These CS
patch conpliance assertions can be used in a future PA nessage
fromthe operating systempatch Collector instead of
determining and providing the specific patch set posture as
bef or e.

This tinme when the operating system patch Posture Coll ector
recei ves the PA nessage that contains reusable attributes
asserting conpliance, it caches those attributes for future
use.

Later at 5 PM the NEA Server triggers a gradual reassessnent
to determ ne conpliance to the patch advisory. Wen the
operating system patch Posture Coll ector receives the request
for posture information (like in step 9 above) it returns the
cached set of assertions (instead of specific OS patch
information) to indicate that the patches have been installed
instead of determining all the patches that have been installed
on the system

When the operating system patch Posture Validator receives the
PA nmessage containing the assertions, it is able to determ ne
that they are authentic and acceptabl e assertions instead of
specific posture. It returns a posture assessnent decision of
compliant thus allowing the |aptop to remain on the network.

| npact on Requirements

ollowing are several different aspects of the use case exanple
potentially need to be factored into the requirenents.

Server-initiated reassessnent required due to urgent patch
availability
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0 NEA dient submts reusable assertion attributes instead of
posture that patch is installed

0 NEA Server capabl e of recognizing previously issued assertion
attributes are sufficient instead of posture

7. Requirenents

This section describes the requirenents that will be used by the NEA
WG to assess and conpare candi date protocols for PA, PB, and PT.
These requirenents frequently express features that a candi date
protocol must be capable of offering so that a depl oyer can decide
whet her to nmake use of that feature. This section does not state
requi renents about what features of each protocol nust be used during
a depl oynent .

For exanple, a requirenent (MJST, SHOULD, or MAY) night exist for
cryptographic security protections to be available fromeach protoco
but this does not require that a deployer make use of all or even any
of them should they deemtheir environnent to offer other protections
that are sufficient.

7.1. Common Protocol Requirenents

The followi ng are the comon requirenments that apply to the PA, PB,
and PT protocols in the NEA reference nodel

C-1 NEA protocols MJST support nultiple round trips between the NEA
Client and NEA Server in a single assessnent.

C-2 NEA protocols SHOULD provide a way for both the NEA Cient and
the NEA Server to initiate a posture assessment or reassessnent
as needed.

C-3 NEA protocols including security capabilities MJIST be capabl e of
protecting agai nst active and passive attacks by intermediaries
and endpoi nts including prevention fromreplay based attacks.

C-4 The PA and PB protocols MJIST be capabl e of operating over any PT
protocol. For exanple, the PB protocol nust provide a transport
i ndependent interface allowing the PA protocol to operate
wi t hout change across a variety of network protocol environnments
(e.g., EAP/802.1X, TLS, and Internet Key Exchange Protoco
version 2 (I KEv2)).
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C-5 The selection process for NEA protocols MJST eval uate and prefer
the reuse of existing open standards that neet the requirenents
bef ore defining new ones. The goal of NEAis not to create
additional alternative protocols where acceptable solutions
al ready exi st.

C-6 NEA protocols MJIST be highly scal able; the protocols MJST
support many Posture Collectors on a |arge number of NEA Clients
to be assessed by numerous Posture Validators residing on
mul ti ple NEA Servers

C-7 The protocols MJST support efficient transport of a |arge nunber
of attribute nmessages between the NEA Client and the NEA Server

C-8 NEA protocols MIST operate efficiently over |ow bandw dth or
hi gh | atency |inks.

C-9 For any strings intended for display to a user, the protocols
MUST support adapting these strings to the user’s |anguage
pr ef er ences.

C- 10 NEA protocols MJST support encoding of strings in UTF-8 fornmat
[ UTF8] .

C-11 Due to the potentially different transport characteristics
provi ded by the underlying candidate PT protocols, the NEA
Client and NEA Server MJST be capabl e of becom ng aware of and
adapting to the limtations of the avail able PT protocol. For
exanpl e, sone PT protocol characteristics that mght inpact the
operation of PA and PB include restrictions on: which end can
initiate a NEA connection, maxi num data size in a nmessage or
full assessnent, upper bound on nunber of roundtrips, and
ordering (duplex) of nmessages exchanged. The sel ection process
for the PT protocols MJST consider the limtations the candidate
PT protocol would inpose upon the PA and PB protocols.

7.2. Posture Attribute (PA) Protocol Requiremnents

The Posture Attribute (PA) protocol defines the transport and data
nodel to carry posture and validation informtion between a
particul ar Posture Collector associated with the NEA Cient and a
Posture Validator associated with a NEA Server. The PA protocol
carries collections of standard attributes and vendor-specific
attributes. The PA protocol itself is carried inside the PB

pr ot ocol
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The followi ng requirenents define the desired properties that form
the basis for conparison and eval uati on of candi date PA protocol s.
These requirenents do not mandate the use of these properties, but
merely that the candi date protocols are capable of offering the
property if it should be needed.

PA-1 The PA protocol MJST support comuni cation of an extensible set
of NEA standards defined attributes. These attributes will be
di stingui shable from non-standard attri butes.

PA-2 The PA protocol MJST support comruni cation of an extensible set
of vendor-specific attributes. These attributes will be
segrmented into uniquely identified vendor-specific nanespaces.

PA-3 The PA protocol MJST enable a Posture Validator to nmake one or
nore requests for attributes froma Posture Collector within a
single assessnent. This enables the Posture Validator to
reassess the posture of a particular endpoint feature or to
request additional posture including fromother parts of the
endpoi nt .

PA-4 The PA protocol MJST be capable of returning attributes froma
Posture Validator to a Posture Collector. For exanple, this
nm ght enable the Posture Collector to learn the specific reason
for a failed assessnment and to aid in renmediation and
notification of the system owner.

PA-5 The PA protocol SHOULD provi de authentication, integrity, and
confidentiality protection for attributes communi cated between a
Posture Collector and Posture Validator. This enables
end-to-end security across a NEA depl oynent that night involve
traversal of several systens or trust boundaries.

PA-6 The PA protocol MJST be capable of carrying attributes that
contain non-binary and binary data including encrypted content.

7.3. Posture Broker (PB) Protocol Requirenents

The PB protocol supports multiplexing of Posture Attribute nessages
(based on PA protocol) between the Posture Collectors on the NEA
Client to and fromthe Posture Validators on the NEA Server (in

ei ther direction).

The PB protocol carries the global assessnment decision nade by the

Post ure Broker Server, taking into account the results of the Posture
Validators involved in the assessnent, to the Posture Broker Cient.
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The PB protocol al so aggregates and transports advi sories and
notifications such as renedi ation instructions (e.g., patch
references) fromone or nore Posture Validators.

The requirenents for the PB protocol are:

PB-1 The PB protocol MJST be capable of carrying attributes fromthe
Posture Broker Server to the Posture Broker Client. This
enabl es the Posture Broker Client to |learn the posture
assessnent decision and if appropriate to aid in renediation and
notification of the endpoint owner.

PB-2 The PB protocol MJST NOT interpret the contents of PA nessages
being carried, i.e., the data it is carrying nust be opaque to
it.

PB-3 The PB protocol MJST carry unique identifiers that are used by
the Posture Brokers to route (deliver) PA nessages between
Posture Collectors and Posture Validators. Such nmessage routing
should facilitate dynam c registration or deregistration of
Posture Collectors and Validators. For exanple, a dynamcally
regi stered anti-virus Posture Validator should be able to
subscribe to receive nessages fromits respective anti-virus
Posture Collector on NEA Cients.

PB-4 The PB protocol MJST be capabl e of supporting a half-duplex PT
protocol. However this does not preclude PB from operating
full -dupl ex when running over a full-duplex PT.

PB-5 The PB protocol MAY support authentication, integrity and
confidentiality protection for the attribute nessages it carries
bet ween a Posture Broker dient and Posture Broker Server. This
provi des security protection for a nmessage dial og of the
groupi ngs of attribute nmessages exchanged between the Posture
Broker Cdient and Posture Broker Server. Such protection is
orthogonal to PA protections (which are end to end) and all ows
for sinmpler Posture Collector and Validators to be inplenented,
and for consolidation of cryptographic operations possibly
i mproving scalability and manageability.

PB-6 The PB protocol MJST support grouping of attribute nessages
optinize transport of nessages and mninize round trips.
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7.4. Posture Transport (PT) Protocol Requirements

The Posture Transport (PT) protocol carries PB protocol nessages

bet ween the Posture Transport Cient and the Posture Transport
Server. PT is responsible for providing a protected transport for
the PB protocol. The PT protocol may itself be transported by one or
nore concat enated sessions using | ower |ayer protocols, such as
802.1X, RADI US [RADI US], TLS, or I|IKE

This section defines the requirenents that candi date PT protocols
nmust be capabl e of supporting.

PT-1 The PT protocol MJST NOT interpret the contents of PB nessages
being transported, i.e., the data it is carrying nust be opaque
toit.

PT-2 The PT protocol MJST be capabl e of supporting mnutual
aut hentication, integrity, confidentiality, and replay
protection of the PB nmessages between the Posture Transport
Client and the Posture Transport Server.

PT-3 The PT protocol MJST provide reliable delivery for the PB
protocol. This includes the ability to performfragnmentation
and reassenbly, detect duplicates, and reorder to provide
i n-sequence delivery, as required

PT-4 The PT protocol SHOULD be able to run over existing network
access protocols such as 802.1X and | KEv2.

PT-5 The PT protocol SHOULD be able to run between a NEA Cient and
NEA Server over TCP or UDP (similar to Lightweight Directory
Access Protocol (LDAP))

8. Security Considerations

Thi s docunment defines the functional requirenents for the PA PB, and
PT protocols used for Network Endpoint Assessnment. As such, it does
not define a specific protocol stack or set of technologies, so this
section will highlight security issues that may apply to NEA in
general or to particular aspects of the NEA reference nodel

Note that while a nunber of topics are outside the scope of the NEA
WG and thus this specification (see section 3.1), it is inportant
that those nechanisns are protected fromattack. For exanple, the
met hods of triggering an assessnent or reassessment are out of scope
but shoul d be appropriately protected fromattack (e.g., an attacker
hiding the event indicating a NEA Server policy change has occurred).
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NEA intends to facilitate detection and corrective actions for
cooperating endpoints to beconme conpliant with network conpliance
policies. For exanple, it is envisioned that these policies wll
al | ow depl oyers to detect out-of-date, inactive, or absent security
mechani snms on the endpoint that might leave it nore vulnerable to
known attacks. |If an endpoint is nore vulnerable to conpronise, then
it is riskier to have this endpoint present on the network with other
val uabl e assets. By proactively assessing cooperating endpoints
before their entrance to the network, deployers can inprove their
resilience to attack prior to network access. Simlarly,
reassessnents of cooperating endpoints on the network nay be hel pfu
in assuring that security mechanisns remain in use and are up to date
with the | atest policies.

NEA fully recognizes that not all endpoints will be cooperating by
providing their valid posture (or any posture at all). This mght
occur if malware is influencing the NEA Cient or policies, and thus
a trustworthy assessnment isn’'t possible. Such a situation could
result in the admission of an endpoint that introduces threats to the
networ k and ot her endpoints despite passing the NEA conpliance
assessnent.

8.1. Trust

Net wor k Endpoi nt Assessnent invol ves assessing the posture of
endpoints entering or already on the network agai nst conpliance
policies to assure they are adequately protected. Therefore, there
must be an inplied distrusting of endpoints until there is reason to
bel i eve (based on posture information) that they are protected from
threats addressed by conpliance policy and can be trusted to not
propagate those threats to other endpoints. On the network provider
side, the NEA dient normally is expected to trust the network
infrastructure systens to not msuse any disclosed posture

i nformati on (see section 9) and any renedi ation instructions provided
to the endpoint. The NEA dient nornally also needs to trust that
the NEA Server will only request information required to determ ne
whet her the endpoint is safe to access the network assets.

Between the NEA Client and Server there exists a network that is not
assuned to be trustworthy. Therefore, little about the network is
inmplicitly trusted beyond its willingness and ability to transport

t he exchanged nessages in a tinmely manner. The anmount of trust given
to each conmponent of the NEA reference nodel is deployment specific.
The NEA WG intends to provide security mechani sms to reduce the
anount of trust that nust be assuned by a deployer. The follow ng
sections will discuss each area in nore detail
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8.1.1. Endpoint

For NEA to properly operate, the endpoint needs to be trusted to
accurately represent the requested security posture of the endpoint
to the NEA Server. By NEA WG charter, the NEA reference nodel does
not explicitly specify how to detect or prevent |ying endpoints that
intentionally misrepresent their posture. Sinmilarly, the detection
of malware (e.g., root kits) that are able to trick the Posture
Collectors into returning incorrect information is the subject for
research and standardi zation outside the | ETF (e.g., Trusted
Conputing Goup [TCG) and is not specifically addressed by the
nodel . However, if such nmechanisns are used in a deployment, the NEA
ref erence nodel should be able to accommodate these technol ogi es by
all owi ng themto comruni cate over PA to Posture Validators or work
orthogonally to protect the NEA dient fromattack and assure the
ability of Posture Collectors to view the actual posture.

Besi des having to trust the integrity of the NEA dient and its
ability to accurately collect and report Posture Attributes about the
endpoint, we try to limt other assumed trust. Mst of the usage
nmodel s for NEA expect the posture information to be sent to the NEA
Server for eval uation and decision making. Wen PA and/or PT | evel
security protections are used, the endpoint needs to trust the
integrity and potentially confidentiality of the trust anchor
information (e.g., public key certificates) used by the Posture
Col I ector and/or Posture Transport Cient. However, NEA

i npl ement ati ons may choose to send or pre-provision sone policies to
the endpoint for evaluation that would assune nore trust in the
endpoint. In this case, the NEA Server nust trust the endpoint’s
policy storage, evaluation, and reporting nmechanisns to not falsify
the results of the posture eval uation

General ly the endpoint should not trust network comunications (e.g.
i nbound connection requests) unless this trust has been specifically
aut hori zed by the user or owner defined policy or action. The NEA
reference nodel assunes the entire NEA Cdient is local to the
endpoint. Unsolicited comunications originating fromthe network
shoul d be inspected by normal host-based security protective

mechani sms (e.g., firewalls, security protocols, Intrusion

Det ecti on/ Prevention System (IDS/IPS), etc.). Comunications
associated with a NEA assessnent or reassessnment requires sone |eve
of trust particularly when initiated by the NEA Server
(reassessnent). The degree of trust can be limted by use of strong
security protections on the nmessages as dictated by the network

depl oyer and the endpoi nt user/owner policy.
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8.1.2. Network Conmuni cati ons

Between the NEA Client and Server, there may exist a variety of types
of devices to facilitate the communication path. Sone of the devices
may serve as internmediaries (e.g., sinple L2 switches) so they may
have the opportunity to observe and change the nessage di al ogs.

The intermedi ary devices may fall into a few najor categories that

i mpact our degree of trust in their operation. First, sone

i ntermedi ary devices may act as nessage forwarders or carriers for PT
(e.g., L2 switches, L3 routers). For these devices we trust them not
to drop the nessages or actively attenpt to disrupt (e.g., denial of
service (DoS)) the NEA depl oynent.

Second, sone internediary devices may be part of the access contro

| ayer of the network and as such, we trust themto enforce policies
i ncluding renediation, isolation, and access controls given to them
as a result on a NEA assessment. These devices may also fill other
types of roles described in this section

Third, some devices nmay act as a termination point or proxy for the

PT carrier protocol. Frequently, it is expected that the carrier
protocol for PT will ternminate on the NEA Cient and Server so wll
be co-resident with the PT endpoints. |If this expectation is not

present in a deploynent, we nmust trust the termination device to
accurately proxy the PT messages without alteration into the next
carrier protocol (e.g., if inner EAP nethod messages are transitioned
froman EAP [EAP] tunnel to a RADI US session).

Fourth, nmany networks include infrastructure such as |IDS/|IPS devices
that nonitor and take corrective action when suspicious behavior is
observed on the network. These devices nay have a relationship with
the NEA Server that is not within scope for this specification

Devi ces trusted by the NEA Server to provide security information
that might affect the NEA Server’s decisions are trusted to operate
properly and not cause the NEA Server to make incorrect decisions.

Finally, other types of internediary devices may exist on the network
between the NEA Client and Server that are present to service other
networ k functions beside NEA. These devices nmight be capabl e of
passi vel y eavesdropping on the network, archiving information for
future purposes (e.g., replay or privacy invasion), or nore actively
attacki ng the NEA protocols. Because these devices do not play a
role in facilitating NEA, it is essential that NEA deployers not be
forced to trust themfor NEA to reliably operate. Therefore, it is
required that NEA protocols offer security protections to assure
these devices can't steal, alter, spoof or otherw se damage the
reliability of the nessage dial ogs.
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8.1. 3. NEA Server

The NEA Server (including potentially renpote systens providing
posture validation services) is generally trusted to apply the

speci fied assessnment policies and nust be protected from conprom se.
It is essential that NEA Server deploynents properly safeguard these
systens froma variety of attacks fromthe network and endpoints to
assure their proper operation.

While there is a need to trust the NEA Server operation to sone
degree, rigorous security architecture, analysis, nonitoring, and
review should assure its network footprint and internal workings are
protected fromattack. The network footprint would include
communi cati ons over the network that m ght be subject to attack such
as policy provisioning fromthe policy authoring systens and genera
security and system nmanagenent protocols. Sone exanples of interna
wor ki ngs i ncl ude protections frommalware attacking the intra-NEA
Server comuni cations, NEA Server internal logic, or policy stores
(particularly those that would change the resulting decisions or
enforcenments). The NEA Server needs to trust the underlying NEA and
| ower |ayer network protocols to properly behave and safeguard the
exchanged nessages with the endpoint. The NEA reference nodel does
not attenpt to address integrity protection of the operating system
or other software supporting the NEA Server

One interesting exanple is where sone conponents of the NEA Server
physically reside in different systenms. This m ght occur when a
Posture Validator (or a renote backend server used by a |local Posture
Val i dator) exists on another systemfromthe Posture Broker Server
Simlarly, the Posture Broker Server might exist on a separate system
fromthe Posture Transport Server. Wen there is a physica
separation, the comunications between the renote components of the
NEA Server mnust ensure that the PB session and PA nessage di al ogs are
resistant to active and passive attacks, in particular, guarded

agai nst eavesdropping, forgery and replay. Sinilarly, the Posture
Validators may also wish to minimze their trust in the Posture
Broker Server beyond its ability to properly send and deliver PA
messages. The Posture Validators could enploy end-to-end PA security
to verify the authenticity and protect the integrity and/or
confidentiality of the PA nessages exchanged.

When PA security is used, each Posture Validator nust be able to

trust the integrity and potentially confidentiality of its trust
anchor poli cies.
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8.2. Protection Mechanisns at Miultiple Layers

Inherent in the requirenents is a desire for NEA candi date protocols
t hroughout the reference nodel to be capable of providing strong
security nechani sns as dictated by the particular deploynent. In
sone cases, these nechani sns may appear to provide overl appi ng or
redundant protections. These apparent overlaps may be used in
conmbination to offer a defense in depth approach to security.
However, because of the layering of the protocols, each set of
protections offers slightly different benefits and | evel s of

granul arity.

For exanple, a deployer may wish to encrypt traffic at the PT | ayer
to protect against sone forns of traffic analysis or interception by
an eavesdropper. Additionally, the deployer may al so sel ectively
encrypt nessages containing the posture of an endpoint to achieve
end-to-end confidentiality to its correspondi ng Posture Validator

In particular, this mght be desired when the Posture Validator is
not co-located with the NEA Server so the information will traverse
addi tional network segnents after the PT protections have been
enforced or so that the Posture Validator can authenticate the
correspondi ng Posture Collector (or vice versa).

D fferent use cases and environnents for the NEA technol ogies will
likely influence the selection of the strength and security
mechani sms enpl oyed during an assessnent. The goal of the NEA
requirenents is to encourage the selection of technol ogi es and
protocol s that are capable of providing the necessary protections for
a wide variety of types of assessnent.

8.3. Relevant O asses of Attack

A variety of attacks are possible against the NEA protocols and
assessnent technologies. This section does not include a ful
security analysis, but wishes to highlight a few attacks that

i nfluenced the requirenment definition and should be considered by
depl oyers selecting use of protective nechanisns within the NEA
ref erence nodel

As discussed, there are a variety of protective nechani sns included
in the requirenents for candidate NEA protocols. D fferent use cases
and environnments nay cause deployers to decide not to use sone of

t hese mechani sms; however, this should be done w th an understanding
that the depl oynent may becone vul nerable to sonme classes of attack
As al ways, a balance of risk vs. performance, usability,

manageabi lity, and other factors should be taken into account.
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The followi ng types of attacks are applicable to network protocols
defined in the reference nodel and thus should be considered by
depl oyers

8.3.1. Man-in-the-Mddle (MTM

M TM at t acks agai nst a network protocol exist when a third party can
insert itself between two conmunicating entities w thout detection
and gain benefit frominvol verent in their nessage dial og. For
exanple, a malware infested systemm ght wish to join the network
repl ayi ng posture observed froma clean endpoint entering the
network. This mght occur by the systeminserting itself into and
actively proxying an assessnent nessage dialog. The inpact of the
damage caused by the MTM can be Iimted or prevented by selection of
appropriate protocol protective nechanisns.

For exanple, the requirenent for PT to be capabl e of supporting

mut ual authentication prior to any endpoi nt assessnment nessage

di al ogs prevents the attacker frominserting itself as an active
partici pant (proxy) w thin the comruni cations w thout detection
(assum ng the attacker |acks credentials convincing either party it
is legitimate). Reusable credentials should not be exposed on the
network to assure the M TM doesn’t have a way to inpersonate either
party. The PT requirenment for confidentiality-protected (encrypted)
conmuni cations |inked to the above authentication prevents a passive
M TM fr om eavesdr oppi ng by observing the nessage di al og and keeping a
record of the conformant posture values for future use. The PT
requirenent for replay prevention stops a passive MTM from | ater
establ i shing a new session (or hijacking an existing session) and
repl ayi ng previously observed nessage di al ogs.

If a non-conpliant, active MTMis able to trick a clean endpoint to
give up its posture information, and the MTM has legitimate
credentials, it mght be able to appear to a NEA Server as having
conpliant posture when it does not. For exanple, a non-conpliant

M TM coul d connect and authenticate to a NEA Server and as the NEA
Server requests posture information, the MTM coul d request the sane
posture fromthe clean endpoint. |If the clean endpoint trusts the
MTMto performa reassessnent and is willing to share the requested
posture, the M TM coul d obtain the needed posture fromthe clean
endpoint and send it to the NEA Server. 1In order to address this
formof MTM attack, the NEA protocols would need to offer a strong
(cryptographi c) binding between the posture information and the

aut henti cated session to the NEA Server so the NEA Server knows the
posture originated fromthe endpoint that authenticated. Such a
strong bi ndi ng between the posture’s origin and the authenticating
endpoi nt nay be feasible so should be preferred by the NEA WG
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8.3.2. Message Modification

W thout nessage integrity protection, an attacker capabl e of

i ntercepting a nessage night be capable of nodifying its contents and
causing an incorrect decision to be nmade. For exanple, the attacker
m ght change the Posture Attributes to always reflect incorrect

val ues and thus prevent a conpliant systemfromjoining the network.
Unl ess the NEA Server could detect this change, the attacker could
prevent adnission to |arge nunbers of clean systens. Conversely, the
attacker could allow a malware i nfested machine to be adm tted by
changi ng the sent Posture Attributes to reflect conpliant val ues,
thus hiding the malware fromthe Posture Validator. The attacker
could also infect conpliant endpoints by sending malicious
remedi ati on instructions that, when performed, would introduce

mal ware on the endpoint or deactivate security mechani sns.

In order to protect against such attacks, the PT includes a
requirenent for strong integrity protection (e.g., including a
protected hash |ike a Hashed Message Authentication Code (HVAC

[ HMAC] of the message) so any change to a message woul d be detected.
PA includes a simlar requirenment to enable end-to-end integrity
protection of the attributes, extending the protection all the way to
the Posture Validator even if it is |located on another system behind
the NEA Server.

It is inmportant that integrity protection schenes | everage fresh
secret information (not known by the attacker) that is bound to the
aut henti cated sessi on such as an HVAC using a derived fresh secret
associated with the session. Inclusion of freshness information
all ows the parties to protect against sone forns of nessage replay
attacks using secret information fromprior sessions.

8.3.3. Message Replay or Attribute Theft

An attacker might listen to the network, recordi ng nessage di al ogs or
attributes froma conpliant endpoint for later reuse to the same NEA
Server or just to build an inventory of software running on other
systens wat ching for known vulnerabilities. The NEA Server needs to
be capabl e of detecting the replay of posture and/or the nodel nust
assure that the eavesdropper cannot obtain the information in the
first place. For this reason, the PT protocol is required to provide
confidentiality and replay prevention

The cryptographic protection fromdisclosure of the PT, PB, or PA
messages prevents the passive listener from observing the exchanged
messages and thus prevents theft of the information for future use.
However, an active attacker mght be able to replay the encrypted
nmessage if there is no strong link to the originating party or
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session. By linking the encrypted nessage dialog to the

aut henti cation event and | everagi ng per-transacti on freshness and
keyi ng exchanges, this prevents a replay of the encrypted
transacti on.

8.3.4. (Oher Types of Attack

This section doesn’t claimto present an exhaustive list of attacks
agai nst the NEA reference nodel. Several types of attack will become
easi er to understand and anal yze once the NEA WG has created
specifications describing the specific selected technol ogi es and
protocols to be used within NEA. One such area is Denial of Service
(DoS). At this point intime, it is not practical to try to define
all of the potential exposures present within the NEA protocols, so
such an anal ysis should be included in the Security Considerations
sections of the sel ected NEA protocols.

However, it is inportant that the NEA Server be resilient to DoS
attacks as an outage mght affect |arge nunmbers of endpoints w shing
to join or remain on the network. The NEA reference nodel expects
that the PT protocol would have sone amount of DoS resilience and
that the PA and PB protocols would need to build upon that base with
their own protections. To help narrow the wi ndow of attack by

unaut henticated parties, it is envisioned that NEA Servers would
enpl oy PT protocols that enable an early mutual authentication of the
requesting endpoint as one technique for filtering out attacks.

Attacks occurring after the authentication would at |east cone from
sources possessing valid credentials and could potentially be held
accountable. Simlarly, NEA protocols should offer strong replay
protection to prevent DoS-based attacks based on repl ayed sessions
and nessages. Posture assessnment should be strongly linked with the
Posture Transport authentications that occurred to assure the posture
came fromthe authenticated party. Cryptographic nmechani sns and
other potentially resource intensive operations should be used
sparingly until the validity of the request can be established. This
and ot her resource/protocol based attacks can be eval uated once the
NEA t echnol ogi es and their cryptographi c use have been sel ect ed.

9. Privacy Considerations

Wiile there are a nunber of beneficial uses of the NEA technol ogy for
organi zations that own and operate networks offering services to
simlarly owned endpoints, these sane technol ogi es m ght enhance the
potential for abuse and invasion of personal privacy if m sused.

This section will discuss a few of the potential privacy concerns

rai sed by the deploynent of this technol ogy and offer sone gui dance
to inplenenters.
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The NEA technol ogy enables greater visibility into the configuration
of an endpoint fromthe network. Such transparency enables the
network to take into consideration the strength of the endpoint’s
security nechani sns when naki ng access control decisions to network
resources. However, this transparency could also be used to enforce
restrictive policies to the detrinment of the user by limting their
choi ce of software or prying into past or present uses of the
endpoi nt .

The scope of the NEA Ws was limted to specifying protocols targeting
the use cases where the endpoints and network are owned by the sane
party or the endpoint owner has established a clear expectation of

di scl osure/ conpliance with the network owner. This is a faniliar
nmodel for governnments, institutions, and a wi de variety of
enterprises that provide endpoints to their enployees to perform
their jobs. In many of these situations, the endpoint is purchased
and owned by the enterprise and they often reserve the right to audit
and possibly dictate the all owabl e uses of the device. The NEA
technol ogies allow themto automate the inspection of the contents of
an endpoint and this information may be |linked to the access control
mechani sms on the network to limt endpoint use should the endpoint
not neet mninmal conpliance |evels.

In these environnents, the | evel of personal privacy the enpl oyee
enjoys may be significantly reduced subject to local |aws and
custonms. However, in situations where the endpoint is owned by the
user or where local |aws protect the rights of the user even when
usi ng endpoi nts owned by another party, it is critical that the NEA
i npl ementation enable the user to control what endpoint information
is shared with the network. Such controls inposed by the user night
prevent or linit their ability to access certain networks or
protected resources, but this nust be a user choice.

9.1. Inplenenter Considerations

The NEA W5 is not defining NEA Cient policy content standards nor
defining requirements on aspects of an inplenmentation outside of the
net wor k protocols; however, the follow ng guidance is provided to
encourage privacy friendly inplenentations for broader use than just
the enterprise-oriented setting described above.

NEA Cdient inplenentations are encouraged to offer an opt-in policy
to users prior to sharing their endpoint’s posture information. The
opt-in mechani sm should be on a per-user, per-NEA Server basis so
each user can control which networks can access any posture
information on their system For those networks that are allowed to
assess the endpoint, the user should be able to specify granul ar
restrictions on what particular types and specific attributes Posture
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Col l ectors are allowed to disclose. Posture Validator

i mpl ement ati ons are di scouraged from having the default behavior of
using wild carded requests for posture potentially |leading to
overexposure of information (see section 9.2). |Instead Posture
Validators, by default, should only request the specific attributes
that are required to performtheir assessnent.

Requests for attributes that are not explicitly allowed (or
specifically disallowd) to be shared should result in a user
notification and/or log record so the user can assess whether the
service is doing sonething undesirable or whether the user is willing
to share this additional information in order to gain access. Sone
products night consider policy-driven support for pronpting the user
for authorization with a specific description of the posture

i nformati on being requested prior to sending it to the NEA Server

It is envisioned that the owner of the endpoint is able to specify
di scl osure policies that may override or influence the user’s
policies on the attributes visible to the network. |f the owner

di scl osure policy allows for broader posture availability than the
user policy, the inplenentation should provide a feedback nmechani sm
to the user so they understand the situation and can choose whet her
to use the endpoint in those circunstances.

In such a system it is inmportant that the user’s policy authoring
interface is easy to understand and clearly articulates the current
di scl osure policy of the systemincluding any influences fromthe
owner policy. Users should be able to understand what posture is
avail able to the network and the general inpact of this infornation
being known. In order to minimze the list of restrictions

enuner ated, use of a conservative default disclosure policy such as
"that which is not explicitly authorized for disclosure is not

al | oned" m ght make sense to avoid unintentional |eakage of

i nformation.

NEA Server inplenmentations should provide newly subscribing endpoints
with a disclosure statement that clearly states

o What information is required
o0 How this information will be used and protected
o What | ocal privacy policies are applicable
This information will enpower subscribing users to deci de whether the

di sclosure of this information is acceptable considering |local |aws
and custons.
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9.2. Mnimzing Attribute Disclosure

One inportant issue in the design of the NEA reference nodel and
protocols is enabling endpoints to disclose nminimal infornmation
required to establish conpliance with network policies. There are
several nodels that could be considered as to how the discl osed
attribute set is established. Each nodel has privacy rel ated
benefits and i ssues that should be considered by product devel opers.
This section summari zes three potential nodels for how attribute

di scl osure mi ght be provided within NEA products and sone privacy

i nplications potentially associated with each nodel.

The first nodel is easy to inplenent and depl oy but has privacy and
potentially latency and scalability inplications. This approach
effectively defaults the local policy to send all known NEA Posture
Attributes when an assessnent occurs. Wile this mght sinplify
depl oynent, it exposes a lot of information that is potentially not
rel evant to the security assessnment of the systemand nay introduce
privacy issues. For exanple, is it really inportant that the
enterprise know whether Firefox is being used on a systeminstead of
other browsers during the security posture assessnent?

The second nodel involves an out-of-band provisioning of the

di sclosure policy to all endpoints. This nodel nay involve the
enterprise establishing policy that a particular list of attributes
must be provi ded when a NEA exchange occurs. Endpoint privacy policy
may filter this attribute Iist, but such changes coul d cause the
endpoint not to be given network or resource access. This nodel
sinmplifies the network exchange as the endpoi nt al ways sends the
filtered Iist of attributes when challenged by a particular network
However, this approach requires an out-of-band nanagenment protocol to
establi sh and nmanage the NEA disclosure policies of all systens.

The third nodel avoids the need for pre-provisioning of a disclosure
policy by allowi ng the NEA Server to specifically request what
attributes are required. This is sonmewhat anal ogous to the policy
bei ng provisioned during the NEA exchanges so is nuch easier to
manage. This nodel allows for the NEA Server to iteratively ask for
attributes based on the values of prior attributes. Note, even in
this nmodel the NEA protocols are not expected to be a general purpose
query | anguage, but rather allow the NEA Server to request specific
attributes as only the defined attributes are possible to request.

For exanple, an enterprise mght ask about the OS version in the
initial message dialog and after |earning the systemis running Linux
ask for a different set of attributes specific to Linux than it would
if the endpoint was a Wndows system It is envisioned that this
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approach might mnimze the set of attributes sent over the network
if the assessnment is of a conplex system (such as trying to
under st and what patches are missing froman OS).

In each nodel, the user could create a set of per-network privacy
filter policies enforced by the NEA Client to prevent the disclosure
of attributes felt to be personal in nature or not relevant to a
particul ar network. Such filters would protect the privacy of the
user but might result in the user not being all owed access to the
desired asset (or network) or being provided |imted access.
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